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Certified Mikrotik Training Basic Class
Organized by: Citraweb Nusa Infomedia
(Mikrotik Certified Training Partner)



® ® o | Citraweb Nusa Infomedia

o Using Mikrotik since 2001, as Wireless ISP
(Citra-Net)
o Mikrotik OEM Authorized Reseller (2002)

http://www.mikrotik.com/1howtobuy.html

o One engineer:
Mikrotik Certified Consultant (2005)

http://www.mikrotik.com/consultants.html

o Mikrotik Certified Training Partner (2005)
http://www.mikrotik.com/training.php
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® ® o | Citraweb Nusa Infomedia

o Head Office

» Jalan Petung 31 Papringan
Yogyakarta 55281
Telp: 0274-554444
Fax: 0274-553055

o Rep. Office

« Gd Cyber Lt 11
JI Kuningan Barat 8 Jakarta 12710
Telp: 021-5209612
Fax: 021-5209614
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® e o | Apa itu Mikrotik?

o Software Router untuk PC (x86, AMD, dll) -
RouterOS

- Menjadikan PC biasa memiliki fungsi router yang
lengkap

- Diinstall sebagai Operating System,
tidak membutuhkan operating system lainnya

o Hardware untuk jaringan (terutama wireless)

« Wireless board
contoh: RB400, RB600, RB750, RB1000

« Wireless interface (R52, R52H, R5H, R52N, R2N)
- menggunakan RouterOS sebagai software
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e e o | Arti Kata Mikrotik ?

o Mikrotik adalah kependekan dari mikrotikls

o Artinya: “network kecil” dalam bahasa
Latvia
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e o o | Pemilihan Routerboard

o Kinerja Processor

o Memori (RAM)

o Jumlah interface
» Ethernet
« MiniPClI

o Level Lisensi
» Level 3 - wireless client/ PTP
- Level 4 = wireless access point
» Custom Frequency ?
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® ¢ o [ Routerboard untuk AP & CPE

Jenis Processor RAM Ether | MiniPCI | USB | Radio | Lisensi
RB800 MPC8544 800MHz | 256MB | 3 (gig) | 4 - - 6
RB600 PPC266/400 128MB |3 (gig) | 4 - |- 4
RB433UAH | AR7161 800MHz 128MB 3 3 2 - 3
RB433AH | AR7161800MHz | 128MB | 3 3 | - | - 5
RB433 AR7130 300 MHz 64MB 3 3 - - 4
RB411AH | AR7161800MHz 64MB 1 1 - - 4
RB411AR | AR7130300 MHz 64MB 1 1 - 1 4
RB411U AR7130 300 MHz 32°MB 1 1 1 i 4
RB411R AR7130 300 MHz 32MB 1 - - 1 3
RB411 AR7130 300 MHz 32MB 1 1 - - 3

Mikrotik Indonesia http://www.mikrotik.co.id

25-Mar-10



® ¢ o | Routerboard untuk Indoor

Jenis Processor RAM Ethernet | MiniPCI | Lisensi

RB1000 PPC 1333MHz 512MB | 4 (gigabit) 0 6

RB493AH | Atheros AR7161 64MB 9 3 5
680 MHz/800MHz

RB493 Atheros AR7130 64MB 9 3 4
300 MHz

RB450G | Atheros AR7161 256MB | 5 (gigabit) 0 5
680 MHz/800MHz

RB450 Atheros AR7130 32MB 5 0 5
300 MHz

RB750 Atheros AR7240 32MB 5 0 4
400MHz

RB750G | Atheros AR7161 32MB | 5 (gigabit) 0 4
680 MHz/800MHz
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Discontinued Hardware
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ee | RB1000

o 4 gigabit ethernet
o 0 minipci
o 1333 MHz processor
o RAM: 512MB
o up to:
» 3 Gbps
» 340.000 pps

o Tersedia juga dalam
versi 1U rackmount
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e | RB60O

o 3 gigabit ethernet
o 4 minipci slot

o MPC8343E 266/400MHz
network CPU

o RouterOS Level 4

Tersedia daughterboard RB604

- Menambah jumlah minipci
port 4 buah
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o

3 ethernet, 3 minipci

Atheros AR7161 680MHz

RAM: 128MB

With micro-SD slot
RouterOS Level 5

2 port USB
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®e | RB433

(o)

o

o

(o)

3 ethernet, 3 minipci

Atheros AR7130 300 MHz

RAM: 64MB
RouterOS Level 4
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RB411/411U/411R/411AR/
411AH

o CPU: Atheros

- AR7130 300MHz
(411,411U, 411R, 411AR)

- AR7161 680 MHz (411AH)
o Memory:
. 32MB (411, 411U, 411R)
- 64MB (411A & 411AR)
o Wireless Embedded (411R, 411AR)
o 1 ethernet
o 1 MiniPCI (411, 411U, 411AR, 411AH) _ —
o Lisensi RouterOS:
. Level 3 (411, 411R)
. Level4 (411U, 411AR, 411AH)
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e o o | MikroPoynt

o Embedded
Antenna 2,4GHz

11dbi
o With Routerboard
411 series

MiliyoPoyt

- L g g
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o)

o

o)

o

RB493(AH)

9 ethernet, 3 minipci

Processor :

« Atheros AR7161 680-
800MHz (493AH)

« Atheros AR7130
300MHz (493)

RAM: 64MB

RouterOS:
. Level 4 (RB493)
. Level 5 (RB493AH)
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e oo | RB450G

o 5 gigabit port
o Tanpa minipci port

o Processor : Atheros
AR7161 680 MHz

o RAM: 256 MB
o RouterOS Level 5 ©
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ee o | RB750 (G)

o Produk routerboard
terbaru dan
terkecll

o Processor : N
AR7240 400Mhz (750)
AR7161 680MHz (750QG)

o 5 ethernet port (750)
5 gigabit port (750G)

o Lisensi Level 4
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® ¢ o | Hardware (Interface)

o R52

» Atheros chipset

« MiniPCl type
Interface

« 65 mWatt

» 3 band wireless
. 2.4 GHz, 5.2 GHz, 5.8 &

GHz
- Custom Frequency  foumsonmo s
Suppo rt | Iovmtiocmyan
- 21-25GHz
. 49-6.0GHz
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® ¢ ¢ | Hardware (Interface)

Sy

o R52H
» Atheros chipset

- MiniPClI type
interface

« 350 mWatt

- 3 band wireless
. 2.4 GHz,
. 5.2 GHz,
. 5.8 GHz

« Custom Frequency Support
. 21-25GHz
- 49-6.0GHz
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oo o | RO2N

o Dual band IEEE 802.11a/b/g/n standard

o Output Power of up to 25dBm @ b/g/n
Band

o Support for up to 2x2 MIMO with spatial
multiplexing

o Four times the throughput of 802.11a/g
o Atheros AR9220, chipset

o 2 X U.FL Antenna Connector

o Operating temperatures: 0°C to 60°C

o Power consumption MAX 2.4W

o Modulations: OFMD: BPSK, QPSK, 16
8él}\</l 64QAM DSSS: DBPSK, DQPSK,

tjrdutérbdoi'd com - @ A-‘
MikroTik FCC JOR:

RouterBOARD R52n

LT ERRE ERRR 5t i

MAC : 000C423AED3A Tested 1o comply with FCC

o High Performance (up to 300Mbps physical data rates and 200Mbps of actual user

throughput) with Low Power Consumption

o ESD protection agaist +/-10kV ESD discharge on Antenna port
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oo o | R2N

4.4GHz IEEE 802.11b/g/n standard g
Output Power of up to 25dBm @ b/g/n '
Band P ’ Virorik  FECE O ﬁ

: - RouterBOARD R2n
Support for up to 2x2 MIMO with spatial
multiplexing L0 e v

MAC : 000C423 LR STy W TeC
Four times the throughput of 802.11a/g Selooz T
Atheros AR9223, chipset
2 X U.FL Antenna Connector
Operating temperatures: 0°C to 60°C
Power consumption MAX 2.4W

Modulations: o j
OFMD: BPSK, QPSK, 16 QAM, 64QAM
DSSS: DBPSK, DQPSK, CCK ||||m!ax_.‘__....k. ﬁﬂ%ﬂﬁn!naanﬂnsaﬁiﬂﬂﬂnnl

High Performance (up to 300Mbps physical data rates and 200Mbps of actual user
throughput) with Low Power Consumption

ESD protection agaist +/-10kV ESD discharge on Antenna port
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ee o | RB600 + R52N

o Throughput: 195 Mbps
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® e o [ Mikrotik RouterOS

o RouterOS adalah sistem operasi dan
perangkat lunak yang mampu membuat PC
berbasis Intel/AMD mampu melakukan
fungsi router, bridge, firewall, pengaturan
bandwidth, wireless AP ataupun client, dan
masih banyak fungsi lainnya

o RouterOS dapat melakukan hampir semua
fungsi networking dan juga beberapa fungsi
server.
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Keunggulan

Membuat PC yang murah menjadi router yang
handal

Pembaharuan versi secara berkala
Memiliki banyak fitur
Memiliki user interface yang mudah dan konsisten

Ada banyak cara untuk mengakses dan
mengontrol

Instalasi yang cepat dan mudah
Memungkinkan upgrade hardware
Banyak alternatif interface yang dapat digunakan

Mikrotik Indonesia http://www.mikrotik.co.id

25-Mar-10



® e ¢ | Penggunaan Kernel

o RouterOS version 2.9.xx
« Linux Kernel version 2.4.31
o RouterOS version 3.X
« Linux Kernel version 2.6.19
o RouterOS version 4.X
« Linux Kernel version 2.6.27.39
For more detailed information see:
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Hardware Compability
(versi 3.x)

o SMP (Symetric Multiprocessing) support

Cure 2 ! N o W . Core“Z Core'2 !
Extre Quad

o SATA disk support

o Maximum RAM support increased from
1GB to 2 GB

o Latest interface driver support
o Dropped Legacy interface support

Athlan}{z AthlonFx
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oo | RB44 Test

o 6 pcs RB44
o Total of 24 ethernet ports

= admin@192.168.0.194 (MikroTik) - WinBox ¥2.9.5 ) O]
B
rietece
Biidge =] General PCI USB IRT I
7 y |Narne / |Ty|:|e |MTL| TxFate  |A=Rate | ||F|Q M. # |Dwner
Ports R 4 etherl Ethernet 1500 0 bps Obps 1 keyboard
R 4 etherll Ethernet 1500 0 bps Obps 2 APIC
Bhsues R asetherd Etherret 1500 0 bps 0bps 3 etherl
Dirivers R esetherl2 Ethernet 1500 0 bps 0bps 3 etherll
S " R 4 ether! 3 Ethernet 1500 0 bps Obps 3 etherl2
R e etherld Ethernet 1500 0 bps Obps 3 etherl8
Files R #lsetherls Ethernet 1500 0 bps 0bps 3 ether22
Log R 4 etherlfb Ethernet 1500 0 bps Obps 4 etherls
B #setherl? Ethernet 1500 0 bps 0bps 4 [ush-uhci]
SNMP R 4#ether1s Ethermet 1500 0 bps 0 bps 5 ether3
s R 4#ether1s Ethemet 1500 0 bps Obps 5 ether?
R 4 ether? Ethermet 1500 0 bps 0 bps 5 etherd
Radius R 4ether20 Etherret 1500 0 bps 0 bps 5 atherl 4
el [ ||R 4ipether2l Ethermet 1500 0 bps Obps 5 ether24
. R 4 atherd2 Ethemet 1500 0 bps 0 bps B ether?l
New Terminal R 4iether2a Ethernet 1500 0 bps 0bps B etherlB
Telnet A #ether2d Ethernet 1500 0 bps 0bps E ether10
R 4 etherd Ethermet 1500 0 bps 0 bps B etherd
Password A #etherd Ethernet 1500 0 bps 0bps E etherd
Certificate A #ethel Ethernet 1500 0 bps 0bps E [usb-uhci]
. R 4i#etherb Ethermet 1500 108 kbps 2.6 kbps T ether?
Make Supoutit |1 gy ether? Ethernet 1500 Obps  Dbps 7 ethers
E st A 41 etherd Ethemet 1500 0 bps 0 bps T etherd
R 4 etherd Ethemet 1500 0 bps 0 bps T ether20
Haar 22
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® ¢ o | Fitur Mikrotik RouterOS (1)

o |IP Routing
- Static route, Policy route, RIP, OSPF, BGP

o Interface
- Ethernet, V35, G703, ISDN, Dial Up Modem
« Wireless : PTP, PTMP, Nstream, WDS
- Bridge, Bonding, STP, RSTP

- Tunnel: EolP, IPSec, IPIP, L2TP, PPPoE, PPTP,
VLAN, MPLS, OpenVPN

o Firewall

- Mangle, Src-NAT, Dst-NAT, Address List, Rules
o Bandwidth Management

- HTB, PFIFO, BFIFO, SFQ, PCQ, RED

Mikrotik Indonesia http://www.mikrotik.co.id 25-Mar-10



® o o | Fitur Mikrotik RouterOS (2)

o Services
- Web Proxy, Hotspot, DHCP, IP Pool, DNS Server
o AAA
- PPP, Radius Client, User-Manager
« |IP Accounting, Traffic Flow
o Monitoring
» Graphs, Watchdog, Torch, Custom Log, SNMP
o Diagnostic Tools & Scripting

» Ping, TCP Ping, Tracert, Network Monitoring,
Traffic Monitoring, Scheduller, Scripting

> VRRP
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o0 Licence Level

Level 3 4 5 6
Upgrade time dalam 1 versi mayor dan versi berikutnya
Wireless CPE/PTP yes

Wireless AP no yes

Sync Interface no yes

EolP 1 unlimited

PPPoE 1 200 500 unlimited
PPTP & L2TP 1 200 unlimited
VLAN, Firewall, Queue unlimited

Proxy, Radius Client yes

Dynamic Routing RB = yes yes

Hotspot Active User 1 200 500 unlimited
User Manager Active User 10 20 50 unlimited
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o0 Pembelian Lisensi

o Online, real time, pembayaran dengan
kartu kredit, di www.mikrotik.com

o Online di www.mikrotik.co.id
» Waktu proses 1 hari kerja
- Transfer ke rekening bank lokal
» Lebih murah!

- Real time license processing! Setelah
pembayaran diterima.

- Real time payment processing, via
IndoMOG
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||

MikroTik] - WinBox v3.2 on RBS00RS (mipsle

Checking Licence

[ admin@00:0C:42:0E:A5:21

v Hide Passwords M (5}

Interfaces
Wircless

Bridge

FPP

IP ¥
Routing [

Paorts

Quewes

Files
Log
SNMP

Users
Radius
Tools I
MNew Teminal
Telnet

Fassword
Certfficates

Make Supout rf
Manual

Exit

|dentity
Clack
MNTP Client

Resources

License
Packages

Auto Upgrade
Logging
Histony
Console
Scripts
Scheduler
Watchdog
Health
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Seftware |ID: |HZZ6-3TT

Upgradable To: |v3x
Level: (4

Features: |extra-channels

Expires In:

UpgradeGet Mew Key...

.

b

n Package List
T

amie

m
@
9
ol

23D

MName Version
S routeros-mipsle 3.2
Sadvanced4... 3.2
S dhcp 32
& hotspat 32

Sppp 32
Srouterboard 3.2
£ routing 32
& securty 32
& system 32

S wircless 32

b g - W

Build Time

Jan/31/2008 18:18:50
Jan/31/2008 17:04:52
Jan/31/2008 17.07:45
Jan/31/2008 17:16:23

Jan/31/2008 17:10:30
Jan/31/2008 17:52:18
Jan/31/2008 17:14:02
Jan/31/2008 17:06:44
Jan/31/2008 17:03:53
Jan/31/2008 17:21:25
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e ¢ » [ Produk Mana Yang Dipilih

o Kenalilah kebutuhan Anda:
» Fungsi perangkat
» Jumlah trafik
» Fitur yang dibutuhkan
« Interface yang dibutuhkan

o Baik menggunakan PC ataupun
menggunakan Routerboard, fitur Mikrotik
RouterOS selalu sama (tergantung pada
level yang digunakan)
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X Berdasarkan Processor

o PC

« SMP (Symmetric Multiprocessing) support
- Single Core

o Routerboard System

- RB411,411U,411R,411AR,433,450,493 —
300mhz

- RB411AH,433AH,493AH,450G,433UAH —
680mhz

-« RB600 — PPC 400mhz with co-processor
« RB1000 — PPC 1333Mhz with co-processor
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e o o | Kebutuhan Router

o Berapa jumlah interface yang dibutuhkan?

o Untu
o Untu
o untu

< WAN
K LAN

K kebutuhan khusus (proxy, server)

o Kita dapat memanfaatkan VLAN dengan

switch
fisik

untuk mengurangi jumlah interface
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e o » | Fungsi Web-Proxy

o Untuk fungsi web-proxy, kita membutuhkan
router yang bisa memiliki storage yang
cukup besar:

« PC + DoM sebagai system + HD sebagal
cache

- RB1000 + compact flash

- RB600 + compact flash

« RB433AH + micro drive

« RB433UAH + micro drive / external HD
« RB493AH + micro drive
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eeo o | GSM Router

o RB433UAH + modem GSM/3G (USB)
o RB411U + modem GSM/3G (USB)
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e o o | Wireless Device

o Berapa interface wireless yang dibutuhkan?

o Beberapa perangkat yang tidak memiliki
minipci :
- RB1000, RB450, RB450G, RB750

o Untuk access point, tidak bisa menggunakan
level 3, harus minimal level 4 (RB411 &
411R memiliki level 3, sehingga tidak bisa
dijadikan access point)
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e o o | Wireless Repeater

o Wireless repeater bisa dilakukan
Menggunakan lebih dari satu MiniPCl
Wireless Card

« RB433, RB433AH - 3 MiniPCI slot
Available

« RB600 - 4 MiniPClI slot Available
« RB800 - 4 MiniPClI slot Available
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e o o | Wireless Full Duplex

o Komunikasi wireless sebenarnya
menggunakan transmisi half-duplex.

o Mikrotik mampu mengimpementasikan
Wireless FullDuplex menggunakan
Nstreme-Dual.

o RB433 & RB433AH — 2 Wireless card
o RB600 — 2 wireless card
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e o » [ Kebutuhan Gigabit

o Beberapa perangkat yang memiliki
interface gigabit :

- PC + DOM + RB44GV
- RB1000

- RB600

- RB800

- RB450G

- RB750G
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® ¢ © | Radius Server (UserManager)

o Radius Server dapat digunakan secara
lengkap menggunakan :

« PC + License Level 6

- RB1000

- RB800

- RB433AH (maksimal 50 active users)

« RB433UAH (maksimal 50 active users)
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Mikrotik
Installation

Certified Mikrotik Training Basic Class
Organized by: Citraweb Nusa Infomedia
(Mikrotik Certified Training Partner)



e o o | |[nstallasi Mikrotik

o Media Installasi Mikrotik RouterOS
» Harddisk
« CF Disk

- DOM (Disk On Module)
. SATA DOM (coming soon on mikrotik.co.id)

« USB Flash Disk

. komputer harus bisa booting dari USB (setting
BIOS)

« Routerboard
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o0 Installation

o GD
» Create CD from CD image (iso file)
o Netinstall

» Via network using Netlnstall program. The
prospective router should be booted from a
network by using special floppy or network
cards features (PXE,EtherBoot)
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Download Area

. . Halaman ini merupakan mirror downlead area, supaya pengguna yang ada
di Indonesia dan terhubung ke jaringan Cpenl®P biza mendownload
inztaller ataupun paket upgrade dengan lebih mudah.

Lihat juga: change-leg terbaru.

Keterangan:

- File dengan nama "*mipsle*" : RB1L00, RB500

- File dengan nama "*x86*" : PC Intel/AMD/RBZ00

- File dengan nama "*ppc/powsrpc®” ¢ RB300, RBROOD
OW n O a re a - File dengan nama "*mipsbe*" : RB400
" " "
I ' l I krOtI k CO Id Software Instalasi
n n

CD Instalation

Jika Anda bermaksud menainstall Mikretike di PC Anda, mungkin file inilah
yvang Anda butuhlkan untulke membuat CO Boot instalasi. [panduan]
mikrotilk-2.2.iz0

Mikrotik MetInstall

. M N [+ :‘ I
o Faste r fro m I n d O n eS I a icgf;-f»;-anr:dElagl?_;h::u;:;::ndiubn;f\tca:nazla::ldkjgn?Tatln:tall. Masih dibutuhkan
. netinstall.zip
Internet

o CGonnected 100mbps
Semua modul dalam satu paket
Zatu buah paket vang berizikan semua modul Milkretik, Untuk penggunaan
to pe n IXP versi 2.9 atau vang lebih baru, gunakanlah paket ini. {panduan]

routeros-mipsbe-3.2.npk
routeros-mipsle-3.2.npk
routeros-powesrpe-3.2.npk
routeroz-x86-3.2.npk

Software Upgrade

All Packages

Berizikan paket-pakst vang bisa digunakan untuk uparade wersi. Cukup
dipilih paket-paket yvang dibutuhkan =aja saat melakulkan FTF ke router.
fpanduan].

all packages-mipsbe-3.2.7ip

all packages-mipsle-3.2.zip

all packages-ppc-3.2.7ip

all packages-x86-3.2.Zip
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e e o | GD Installation (1)

o Download ISO file (mikrotik-***.iso) dan buatlah
CD bootable dengan file tersebut.

|~ Nero Burning ROM Enterprise Edition
File Edit WYiew Extras Database Window Help

EhogsnRoBIe R L@ @ Q = | {2h D: LITE-ON CD-RW SOHR-52385 j @

Copy Disc...
Burn Image...
Burn Hard Drive Backup. ..

Erase Rewritable Disc...

Eject Disc Zkrl+E
Disc Info Chrl+I

1 A I I L [ | SR S A
LIMB 100ME 200ME 300ME 400ME SO0ME GO0ME FO0ME S00ME
Cpens the Burn C0 Image Dialog, |LITE-ON CO-RMW SOHR-52385 E o
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®e | CD Installation (2)

o Gunakanlah CD yang telah dibuat untuk
melakukan booting pada komputer

o Pilihlah module yang ingin diinstall

Welcome to MikroTik Router Software installation

Move around mernu using 'p' and 'n' or arrow keys, select with 'spacebar’.
Select all with 'a', minimum with 'm'. Press 'i' to install locally or 'r' to
install remote router or 'g' to cancel and reboot.

[X] system [ ] i=dn [ ] synchronous
[«] ppp [ ] 1lcd [ ] telephony
[«] dhcp [ ] ntp [ ] ups=

[X] advanced-tools [ ] radiolan [ ] web-proxy

[ 1 arlan [ 1 routerboard [ ] wireless

[ 1 gps [X] routing

[ ] hotspot [X] security
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®e | CD Installation (2)

o Warning: all data on the disk will be erased!
Continue? [y/n]

Choose Yes

o Do you want to keep old configuration? [y/n]:

Yes/No

o Creating partition...
o Formatting disk...

o Software installed.

o Press ENTER to reboot
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e o o | Installation

o Login User dan password
» user = admin dan password = [kosong]

RouterOS Welcome i

o Welcome menu memeres -
Your router does nok have anw valid key.
O eve Please, get walid kew Fromm wien, rikrotil., com

and enter it at "Swskem | License",

L

1
|

E

If vou already hawve paid For this license, please,

(o) S Oftwe re i d —_ press "Update Key" in "License Window"

Fouter will stop Functioning after 20h and 10m if no valid key is entered.

F 72 | M M T Current installation "software ID": F724-MMT

=

License. .. || (04 |

Mikrotik Indonesia http://www.mikrotik.co.id 25-Mar-10




e o o | Installation

o License level 0

. x|
© D emo time Software ID: |F724-MMT oK
1 5 :39 :2 7 jam Upgradable To: Sw——
Level: |0

Import Key. ..

o Copy license key  feaues Sr—

Expires In: |15:39:27

te kan to m bo I Upgrade/Get Mew Kev...
Paste Key Update Key
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Netinstall

Network:
192.168.1.0/24

IP Address:
192.168.1.10/24

Serial null modem

console cable \/
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®o Netinstall

o Download program netinstall dan module yang dibutuhkan

o Hubungkan router dengan komputer via cross utp cable atau
via switch

o Hubungkan juga router dengan komputer via console cable
o dJalankan program netinstall, dan hidupkan service

o Hidupkan router, masuk ke setting BIOS

o Pilih boot via ethernet .... restart

o Pilih router

o Pilih module yang akan diinstall

o Start install .... Selesai

o Kembalikan boot ke IDE drive
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® ¢ o | Netinstall — BIOS Setting

FEouterBOOT booter 2Z2.1°Z2

RouterBoard 333

CPU frequency: 333 MH=z
Memory size: &d MB

Press any key within 2 seconds to enter setup
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® ¢ o | Netinstall — BIOS Setting

RouterBOOT-2.12

What do you want to configure?
1 — boot delay

— boot key

— serial console

— boot device

— ¢cpu fregquency

— reset booter configuration
format nand

— upgrade firmware

— board info

— boot protoceol

— do memory testing

— exlit setup

choice: © — boot device

Mot T R MR H O WD
|

b
o
o
H
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® ¢ o | Netinstall — BIOS Setting

Select boot device:

* & — boot over Ethernet

n — boot from NAND, if fail then Ethernet
1 - boot Ethernet once, then NAND

o — boot from NAND only

b — boot chosen device

r choice: I
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® ® o | Netinstall Software

& MikroTik Router Installer ¥1.10 E =101 x|

— Routers/Dirives

Label | FMAL address / Media | Statuz | Saftware ID:I Help |
K.ew: I Browse,.. |

™| Keep old configuration Getkey...

IF addresz: I ! I_
[3 atewmay: I
| B aud rate: I "I

b ake floppy MHet booting [Fztall | Eaticel | ™| Configure scrpt: I J
— Packages
Sk I j Save zet | [elete zet |
From: IE:'\ Browse. .. | Select all | Select nu:unel
Mame | Yerzion | Dezcrption |
Mo packages in this directary 4
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® o o [ Netinstall Software

@ Network Booting Settings x|

There vou can zet parameters for F<E [Pre-boot execution Environment]
and Etherboat zerver that can boot your router over network,

¥ Boat Server enabled
Client [P address: |1 F216.05

| Ok, I Canicel |

Masukkanlah I[P Address yang berbeda dengan IP Address
laptop / komputer Anda, namun berada dalam subnet yang sama

Mikrotik Indonesia http://www.mikrotik.co.id 25-Mar-10




® o o [ Netinstall Software

& MikroTik Router Installer v1.10 i £ 10| x|
— Routerz/Drives
Label | MAC address / Media | Status | Software ID:IJEN-ﬁ--HET Help
@ rnikrokik, 00:02:B3:43:6C: CE Ready Key: II::I'”-I ey pEaE
[ FKeep old configuration Get key...
P addiess: 17216011 7 [24
Gateway: [172.16.0.1
Selected 9 package(z]
| Eaud rate: IEIEEIEI j
Ik ake floppy I Met booking | Inztall | Cancel | [ Configure script; IE:'&DDl::uments and Settings J
—Packages
Sets: IF'revin:nus Install j Save zet | Delete zet
From: IE:"-.Fh:uuterEIS"uE.E.'I'I| Browsze. .. Select all | Select none
M ame: | Werzion | D ezcription | -
advanced-tools  2.8.11 email client, pingers, netwatch and ather wklities (.
[ adan 281 Provides support for an obolete Aironet &rlan card
dhicp 281 DHCF client and server
[ gps 2811 Provides support for GPS.
hotspoat 2811 Provides HaotSpot ll
|L|:|au:led 21 packagels) 4
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e o » [ System Package

o Pada terminal: /system package print

El Package List @
i Enable Dizable i nschedule Downgrade
Mame Verszion Build Time Scheduled -

............... Srouterosx86  3.22 Mar/16/2003 10:48:17

S advancedt... 3.22 Mar/ 16,2009 10:43:47

8 dhcp 322 Mar/16/2009 10:43.58

& hotspot 322 Mar/16/2009 10:45:17

S ppp 322 Mar/16/2009 10:44:05

Srouterboard 322 Mar/16/ 2005 10:46:46

£ routing 322 Mar/16/2009 10:44:10

& securty 322 Mar/16/2009 10:43:55

& system 322 Mar/16/2009 10:43.27

= wircless 322 Mar/16/ 2009 10:45:50
12 items
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e ¢ o | Paket di RouterOS
Nama Paket Fungsi
advanced-tools email client, ping, netwatch
dhcp DHCP server dan client
hotspot hotspot gateway
ntp NTP server
ppPp PPP,PPTP,L2TP,PPPoE
routerboard Fungsi khusus Routerboard
routing RIP, OSPF, BGP
security secure winbox, SSH, IPSec
wireless Wireless 802.11a/b/g
user-manager User-Manager management system
IpV6 IPv6
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®e o | Version Upgrade

o Download modul
» routeros-mipsbe-3.xx.npk (RB400 & RB700)
» routeros-mipsle-3.xx.npk (RB100 & RB500)
» routeros-powerpc-3.xx.npk (RB300 & RB600)
» routeros-x86-3.xx.npk (PC & RB200)

o FTP modul tersebut ke router
» Harus menggunakan userid yang full access

o Soft Reboot, jangan hard reboot

Mikrotik Indonesia http:/www.mikrotik.co.id 25-Mar-10



e ¢ » [ Version Downgrade

o Download modul
o FTP modul tersebut ke router
o Cek modul : /file print

o /system package downgrade
admin@Mikro Tik] system package> downgrade
Router will be rebooted. Continue? [y/N]: y
system will reboot shortly
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e o » [ Command Line Interface

o Struktur Command dalam mikrotik mirip
dengan shell dalam unix

o Dibagi ke dalam beberapa kelompok sesuai
hirarki menu levelnya

o Misalnya menambahkan ip address

» Ip address add address=192.168.0.1/24
interface=ether1

« Menu Ip (level0) memiliki sub menu address
(levell)
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e oo | General Command CLI

add menambahkan entri tertentu

comment | membubuhkan komentar pada suatu entri

disable menonaktifkan entri tertentu

enable mengaktifkan entri tertentu

monitor memonitor parameter secara live

print menampilkan semua entri secara singkat

print detail | menampilkan semua entri secara lengkap

remove menghapus entri tertentu

set mengubah parameter tertentu pada
sebuah entri
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e ¢ » | Navigasi pada CLI

? Menampilkan pilihan perintah yang
tersedia beserta keterangannya

[TAB] Melengkapi perintah yang baru terketik
sebagian

[TAB][TAB] | Menampilkan pilihan perintah yang
tersedia beserta keterangannya

Berpindah 1 level ke atas pada hirarki
menu

/ Berpindah ke level teratas pada hirarki
menu
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e o » [ Command Line Interface

o Quick Typing
« [TAB] untuk melengkapi perintah tertentu
. /system shut [TAB] = /system shutdown

- Juga bisa menggunakan singkatan
. /sys shut = /system shutdown
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RouterOS Basic
Configuration

Certified Mikrotik Training Basic Class
Organized by: Citraweb Nusa Infomedia
(Mikrotik Certified Training Partner)



e o o | [LAB-1] Konfigurasi Dasar

3

-~ N e
WLANT -~ WLAN «  WLAN1
10.10.10.1/24 .~ = 4 S . 10.10.10.X/24

@ @10.10.10.2/24 @

4 ETHER1 ﬁ ETHER1 4 ETHER1
192.168.1.1/24 192.168.2.1/24 192.168.X.1/24
ETHERNET PORT ETHERNET PORT ETHERNET PORT

v 192.168.1.2/24 v 192.168.2.2/24 v 192.168.X.2/24

MEJA 1 MEJA 2 MEJA X
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e e o | |P Configuration

Lab-1 adalah sebuah o Routerboard Setting
simulasi konfigurasi dasar « WAN IP -10.10.10.x/24
sebuah Router Mikrotik
yang akan digunakan di . Gateway :10.10.10.100
jaringan local seperti .
warnet, office, kampus « LAN IP : 192.168.x.1/24
atau bahkan di RT/RW- « DNS :10.100.100.1
NET

» Src-NAT and DNS Server
X = nomor peserta o Laptop Setting

o |IP Address: 192.168.x.2/24
. Gateway :192.168.x.1
« DNS :192.168.x.1
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e o » | Koneksli pertama ke router

o Hubungkan port ethernet Anda dengan
ether1 pada routerboard.

o Pastikan ethernet port Anda memiliki IP
statik

o Jalankan program winbox, klik pada [..]
untuk melihat router Anda.

% WinBox Loader v2.2.11

Connect To; [00:0C:42:1C:81:48 Caonnect
_ hAC Address IF Address |dentity Yersion
Login: [ np.oc4z-1C:8148 192.168.100.1 MikroTik 30013

Fassword:
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® oo | Set System ldentity

o Supaya tidak membingungkan, ubahlah nama
router Anda.

o Format: xx-NamaAnda

o Contoh: 01-Budi-Wahyu
o Aktifkan semua interface

I p .
S 5 ey =
File2 Cillcle | g :
- (| Identity: |01-Budi_wahyu oK
Log NTP Cliert | —
ance
SNMP Resources
Users Licensze Apply
Radius Packaoes
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® o o [ Konfigurasi Wireless

-

B | Interface <wlanl> @
General Wirsless | WDS  Nstreme Status | 0K |
Mode: |station ¥ | Cancel |
Band: [2.4GHzB/G || Apply |
Frequency: |24172 * [ MHz | Disable |
@: =R ) = | Comment |
Scan List: -
. . — | Taorch |
Security Profile: |default *
Artenna Mode: |antenna a ¥ | Sean... |
Ports . | | Freq. Usage... |
s iae R b ¥ by | Align... |
Default Client Tx Rate: ¥ bps | Sriff._ |
@auﬂ Mher@ | Snooper... |
o Aktifkan Interface e Gt |
. EaET | Advanced Mode |
Wireless pada
Ether
disabled searching for network
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Konfigurasi IP dan Routing

= admin@00:0C:42:0E:A5:21 (MikroTik) - WinBox v3.2 on RB500R5 (mipsle)

Interfaces
Wircless
Bridge
EPE

Routing

Forts
Queues
Drivers
System

Files

Log

SNMP

Users

Radius

Toals

MNew Teminal
Telnet
Fassword
Certfficates
Make Supout rf
Manual

Bt

( Addresses
9 e —

" Socks
UPnP
Traffic Flow
Accounting
Services
Packing

F Meighbors
DNS
Web Promgyr
DHCP Client
DHCF Server
DHCF Relay
Hotspot

|Psec

.

B Address List B
©, al[v
Address Metwark Broadcast Interface -
qr10.10.10.1/24  10.10.10.0 10.10.10.255 wlan1
qr192.168.1.1/24 152.168.1.0 152.168.1.255  etherl
# | Route List (3]
Routes | Rules
@ o WIS al |#®
Destination Gateway Gateway ... | Interface Digtance |Routi
AS | F0.0.00/0 10.10.10.100 wlan 1
DAC P 10.10.10.0/24 wilan 0
DAC P 132.168.1.0/24 etherl 0
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e o o | Konfigurasi DNS Server

= admin@00:0C:A42:0E:A5:21 (MikroTik) - WinBox v3.2 on RB500RS (mipsle)

Interfaces

Wireless

Bridge

FFP = ey
O Addresses B1DNS o

Routing [ Routes Static | Cache

Ports Pool Ch T

Clueues ARP b= MName Address :'I_I'L =) . bl

Drivers Firewall

System " Socks ' g

Files e # | DNS Settings 3]

Log Traffic Flow Primary DN

SNMP Accourting Secondary DNS: [0.0.0.0 Coaicl

LIseTs Services @ T @

Redus | Packing Max UDP Packet Size: 512

Tools ! Meighbars

New Terminal Cache Size: |2048 KiB

ks Web Frony Cache Used: |5

Password DHCP Client

Certficates DHCP Server Lo

Mzalea Shmeadt nf MUED Dl
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®eo o | Firewall-Src-NAT

B Firewall #_LNAT Rule <> | 5| NAT Rule <> R
Fitter Hule@E @ Advanced Bdra Action Statisticd General  Advanced E:-:t Statistics QK
© = e
# Action  |Ch Src. Address: b
0 2 mas... s Apply
Dst. Address: - Disabl
isable
Protocaol: b Comment
Src. Port Copy
Dst. Port FRemove
Any. Port: Reset Counters
In. Interface: A Reset Al Courters
Out. Interface: wlan i ¥ | 4
Packet Mark: b
T Connection Mar: b
Routing Marlc: b
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® o Konfigurasi Console-Terminal LAB-1

:o Konfigurasi wireless sebagai media untuk backbone

- /interface wireless set wlan1 mode=station ssid=training
band=2.4.ghz-b/g scan-list=2400-2500 disabled=no

o Konfigurasi IP Address

i . Jip address add address=10.10.10.x/24 interface=wlan1

_ - /ip address add address=192.168.x.1/24 interface=ether1
io Konfigurasi Routing — Default Gateway

: . /ip route add gateway=10.10.10.100

o Konfigurasi DNS

» /ip dns set primary-dns=10.100.100.1 allow-remote-
request=yes

o Konfigurasi NAT
- /ip firewall nat add chain=srcnat out-interface=wlan1
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Cek Hasil Instalasi

Test ping dari Router ke Gateway (10.10.10.100)

» Jika error : Cek Wireless connection, Cek IP Address pada
wlani

Test ping dari Router ke Internet (contoh: yahoo.com)
« Jika error : Cek DNS Server Setting
Test ping dari laptop ke router Anda (10.10.10.x)

» Jika error : Cek konfigurasi laptop, Cek IP Address pada
Ether1

Test ping dari laptop ke Gateway (10.10.10.100)
» Jika error : Cek Firewall - NAT

Test ping dari laptop ke Internet (contoh: yahoo.com)
» Jika error : Cek setting DNS pada laptop dan router
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® ¢ o | Network Time Protocol (NTP)

o NTP protocol memungkinkan sinkronisasi
waktu dalam sebuah jaringan

o Mikrotik support NTP server dan NTP Client

o NTP Server

« Install paket ntp, karena paket 'system' hanya
menyertakan servis ntp client

- Mode:broadcast,manycast,multicast

» Konfigurasi NTP Server
. Setting clock — /system clock
. Set enable——/system ntp server set enabled=yes

Mikrotik Indonesia http:/www.mikrotik.co.id 25-Mar-10



® ¢ o | Network Time Protocol (NTP)

o NTP Client

[—————————
o Konfigurasi ELE B =
iles Clack Tirne ‘Manual Tirne Zone O,
Log Resources Date: |Sep/24{2008 | cancel
o Set enable SHMP License ' =
Time: |1?:33:EIE| | Apply
. Users Packages _ | : ||_|
. Se t mo de u n I C a St — st Upgrade Time Zone Mame: | Asiaf|akarka L
Tools I Logging GMT Offset; |+EIF":IZIIZI |
o S et I P N T P S e rve r New Terminal Histary [ DST Active
Telnet Caonsale
Passwnrd actipks

() S et tl m e Z O n e Certficates Scheduler x|

Make Supoutrf  Watchdog Enabled

p ad a m e n u Han. Health Made: |unicast |i|

Ext Reboct Primary NTP Server: & oy
/ S ySte m C I O C k Shudonn Secondary MTP Server: I:I b

MTP Clink

Ok

Cance|

NTP Server .SYnEhromzed
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® ¢ o | Network Time Protocol (NTP)

o 4 fase sinkronisasi

. Started . start service NTP
- Reached . terkoneksi dengan NTP server
» Timeset : mengganti waktu/tanggal lokal

sesual waktu NTP server

» Synchronized :mengganti jam lokal sama
dengan jam NTP server

o Latihan: setting NTP server maupun NTP
Client bersama rekan semeja
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¢ e o | [LAB-2] Membuat File Backup

= admin@00:0C:42:0E:A5:21 (MikroTik) - WinBox v3.2 on RBS00RS (mipsle)

Interfaces
Wireless
siiis 7 File List ==
ik T B2 Restore
IP ¥
Fil Type Size Creation Tin ¥ |
Routing I Mikra Tike-0101 2000-0138 backup chup 123 KB Jan/01/% &
=0FE O Tthetepa— —— Directory 0B  Jan/D1/:
[El hotspat /alogin html File 12938  Jan/D1/:
(ueues [ hotspat./emor html File 838 B  Jan/01/:2
Diirers [E] hotspot./emors b File 36158 JansAD1/:
[Dhotspot.Aimg Directory 0B Jan/01/2
lLm I [Z] hotspot.imglogobottom p... File 43178 JanAD1/:
@ [E| hotspot imag/usermanage... File 0B JansD/:
[ hotspotAogin html File 3384 B JanAD1/:
1 =l hotspotAogout htmil File 18138 Jan/D1/2
SNMP [(Dhotspat.Av Directary 0B  Jans01/2
u [l hotspat Av./slogin Html File 1303B  Jan/D1/:
ST = hotspat Av/emors b File 38108 Jan/01/2
Radius [l hotspat v Aogin html File HMOEB JansD1/:
il - [ hotspot AvAogout Html File 1843 B  Jan/M IE
s [El hotspot Av/radvert himl File
Mew Teminal [E| hotspot Av/status Html File
[E| hotspot/md5 js File
Telnet [El hotspot fradvert Himl File
Password [l hotspot /redirect html File
o [E] hotepot./ogin htm File
Certificat
o [l hotspat /status html File:
Make Supaut rif | L E i L
4
Manual R2items 33.7MBof 1269 M._.. 73"
Exit
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e o o | Backup melalui Console

o Jika ingin menentukan nama file backup, bisa
melakukan backup melalui console

o Membuat file backup:

[admin@MikroTik] > /system backup save name=backup-1
Saving system configuration

Configuration backup saved

[admin@MikroTik] >

o File backup dapat dilihat di submenu /file
o Dapat didownload via FTP
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¢ ¢ ¢ | [LAB-3] Restore Konfigurasi

- &

& File List ==

-7 e Ead-:up

F Type Size Creation Tin *
=] Mil-am'l"lk-mmzﬂ]}ﬂﬂﬁb@dcm 123KB  Jan/01/2 «

Directony OB Jan/01/z
=] hotspat./alogin html File 1253 B  Jan/01/z
=] hotspat./emor htm File 98B  Jans01/s:
=] hotspat /emors bd File 36158 JansD/:
[Dhotspot/img Directory 0B Jan/D1/2

[=] hotspot./img/logobottom p... File 43178 JandD/:
[=] hotspot.img/usermanage... File 0B Jan/01/z

Jan/01/2
Jan/01./%
Jan/ 01/
Jan/01./2
Jan/01./2
Jan/01/2
Jan/01/2

[=] hotspot. Av./status html

[=] hotspot/md5 js File
=] hotspot/radwvert html File
=] hotspot./redirect html File
=] hotspat./dogin html File
[=] hotspat /status html File
Il _x___ v & |y T
<
32 items (1 selected) J3TMBof 1265 M... 73%free
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® e o | System Reset

o Untuk mengembalikan ke konfigurasi awal
(default).

o Perintah ini menghapus semua konfigurasi yang
telah dibuat, termasuk user dan password.

o Hanya bisa dilakukan oleh user dengan hak
penuh (grup: full)

[admin@Router-MikroTik] > system reset
Dangerous! Reset anyway? [y/N]: y
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Imterfaces

Wircless

Queues
Drivers
System

Files

Log

SNMP

Users

Radius

Toals

Mew Teminal
Telnet
Password
Certificates
Make Supout rf
Manual

Exit
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[LAB-4] DHCP Server (1

= admin@00:0C:42:0E:A5:21 (MikroTik) - WinBox v3.2 on RBS00RS (mipsle)

Addresses
Routes
Pool

ARF
Firewsaill
Socks
UPnP
Traffic Flow
Accounting
Services

Packing

Meighbors
DMNS

-,

. CP Server @
< DHCF | Mletworks | Leases  Options  Alers
gn T DHCP Config DHCP Setup
MName |.| Relay Lease Time Address Pool  [Add -
% | DHCP Setup [Em)
DHCP Server Interface: +
Bac Cancel
4
Ditems
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E

-,

% | DHCP Setup [Em)
DHCP Server Interface: |Ei=4) *
1 Gt
% | DHCP Setup [Em)
Gateway for DHCP Network: |[EERL: RN
3 Back Cancel
% | DHCP Setup [Em)
DNS Servers| 192,168.1.1 s
Back Cancel

5
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[LAB-4] DHCP Server (2

E

% | DHCP Setup [Em)
DHCP Address Space: |[EL R0
: ! Back Cancel
% | DHCP Setup [Em)
Addresses to Give Out: =
4 Back Cancel
% | DHCP Setup [Em)
Lease Time: |ERNUIALIENL
( ; Back Cancel

DHCP Setup i

://'www.mikrotik.co.id

Setup has completed successfully




® o Konfigurasi Console-Terminal LAB-4

io Konfigurasi DHCP-Server setup
2 /ip dhcp-server setup
- dhcp server interface: ether1
- dhcp address space: 192.168.x.0/24
- gateway for dhcp network: 192.168.x.1
» dhcp relay: 192.168.x.1
- addresses to give out: 192.168.x.10-192.168.x.20
- dns servers: 192.168.x.1
- lease time: 3d
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®e o | Cek Setting DHCP

o Ubahlah konfigurasi IP Address dan DNS
pada laptop menjadi otomatis

o Cek pada laptop apakah sudah
mendapatkan alokasi |IP Address dari
DHCP

» C:\ipconfig [enter]
o Cobalah melakukan koneksi internet
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e ¢ o [ Pengelolaan DHCP Client

o Daftar DHCP client yang aktif terlinat pada
menu DHCP-Server — Leasses

o Untuk membuat IP Address tertentu hanya
digunakan oleh Mac Address tertentu, kita
menggunakan DHCP-Statik

# | DHCP Server [E3m]
DHCP  MNetworks Leases |Options Alerts

g || - T'Checl-: Status

Addre... ¢+ |MAC Address |Client [D) Server Active Address | Active MAC Addre...| Activ... | Expires After Status w
D & 192.168.20.254 00:1F.F3.D2:58:53 2d 23:44:25 bound

1item (1 selected)
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e ¢ o | Konfigurasi DHCP Statik

8| DHCP Lease =192.168.20.254, 192.168.20.254 » | E3 |
General | Active 0K
Address: | 152.168.20.254 * Cancel
MAC Address: |00:1F:F3:.D2:58:53 Apphy
IUse Src. MAC Address
Disable
Client 1D: | 1:0:1ff3.d2:58:53 r e
— Comment
Server: dhopl ¥ | A
Copy
Lease Time: - Remave
Block Access
Mways Broadcast Make Static
Check Status
Rate Limit: -
disabled bound
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e o o | Keamanan DHCP

o ARP=reply-only
Client yang bisa terkoneksi hanyalah yang
mendapatkan IP Address melalui proses DHCP,
bukan pengisian manual

] Interface List
Interface | Bthemet EolP Tunnel | |

g~ &[T

7 | Interface <etherl »
General | Bthemet  Status | Traffic

S ether |
Mame Type
R i#etherl Ethemet Type: |Ethemet Apply
#4ether? Ethemet
MTU: | 1500

R ##etherd Ethemet Dizable
’ Hreess VI MAC Address, 000C 42 1C:FE:90

Comment
ARP: |rephy-onby ¥

Torch

&

v |lo

0 -

- |§|
A

running lirks ol

h tems

Mikrotik Indonesia http:/www.mikrotik.co.id 25-Mar-10



e o o | LAB — Konfigurasi DHCP Client

o Dalam beberapa kondisi tertentu, IP
Address pada router bukanlah |IP Address
statik, melainkan IP Address dinamis yang
di dapat melalui DHCP.

o Dalam hal ini, kta menggunakan fitur
DHCP-Client
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e ¢ o | Konfigurasi DHCP Client

PPP | , - ]
§.'| DHCP Client | £3
D " Addresses i |
— = # | New DHCP Client ==
- outes
Ports Pool Interface DHCP | Status 0K
Quedes ARP <:Interfan:e: wian 1 ) ¥ Cancel
Drivegs Firewsall Hostname: i Apphy
I~
S‘.FrEtE-' | Socks Client |D: e Dizahl
o - isable
v Add Default Route E

Log Traffic Flo v| Lse Peer DNS =
SNMP Accourtifg v| Use Peer NTP Remove
E Services

Release
Radius Packing
Tools [ Neighbds i
e T DNS +]
Telnet Web Proo ) items disabled stopped
Password DHCP Client
Cerfficates DHCP Server
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e o » | Parameter DHCP Client (1)

o Interface

» Pilihlah interface yang sesuai yang
terkoneksi ke DHCP Server

o Host name (tidak harus diisi)

» Nama DHCP client yang akan dikenali oleh
DHCP Server

o Client ID (tidak harus diisi)

» Biasanya merupakan mac-address interface
yang kita gunakan, apabila proses DHCP di
server menggunakan sistem radius
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o

o

o

o)

Parameter DHCP Client (2)

Add default route

- Bila kita menginginkan default route kita mengarah sesuai
dengan informasi DHCP

Use Peer DNS

- Bila kita hendak menggunakan DNS server sesuai dengan
informasi DHCP

Use Peer NTP

- Bila kita hendak menggunakan informasi pengaturan waktu di
router (NTP) sesuai dengan informasi dari DHCP

Default route distance

- Menentukan prioritas routing jika terdapat lebih dari satu
DHCP Server yang digunakan. Routing akan melalui distance
yang lebih kecil
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e ¢ o | Konfigurasi DHCP Client

™ admin@00:0C:42:1C:FE: 96 (MikroTik) - WinBox v3.14 on RB333 (powerpc) =13
KTy || v Hide Passwords 02

Interfaces

Wireless
Bridge =) | T
FFF Address M etork, Broadcast Interface
3 s 0.0 20.20.20.255 etherz
B o 30.30.30.22/24 303 .d 30.30.30.255 ether3
¥

Fouting

Parts
Queuss Routez | Bules
Drrivers o+ all
Spstemn . .
4 " Gateway ... | Interface |Digtance  |Routing Mark | Pref. Source |
Files 202020, ether? |

- DAC [ 20.20.20.0/24 ether 2002020254

SMHMP OaC P 303030024 ether3 20.30.30.22

Uzers

A adius

Tools

MHew Terminal

T elnet
Pazzword
Certificates

b ake Supouk.rif
b arual

E =it
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e o o | Internal User RouterOS

o Secara default, akan ada user admin
dengan password [kosong]

Log & | User List @
Users | Groups Active Users  SSH Keys

B = = [T AAA

Radi

salus _ Name Group  |Allowed Addr... hl
Tools [ - system default user
- o dadmin Rl
Telnet
Password 1item

kil o e
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e o o [ Internal User Groups

o User dapat dikategorikan hak nya berdasarkan
grupnya.
o Kita bisa menambahkan user baru dengan hak

tertentu.
] User List i )
i G <full= |:|
Llseh.re Users S55H Keys - retp =t
MName: I QK
+| = 2 | T ol
olicies
Mame Policies v local v telnet Cancel I
5 Al local telnet ssh ftp reboof aca = Aoply
S A read local telnet ssh reboot re v| ssh v fip
S £ write local telnet ssh reboot re v| reboot v read
Comment
v write v| policy
v| test v| winboo Copy
| password (v web Remove
v sniff
Syatem

3 items (1 selected)

Mikrotik Indonesia http:/www.mikrotik.co.id 25-Mar-10



e ¢ o | Tips mengenal User

o Buatlah user baru yang memiliki hak penuh
dan non aktifkan user “admin”

o Untuk teknisi bisa diberikan grup write
(bukan full) sehingga kita masih memiliki
hak penuh terhadap router kita

o Untuk pemantauan, bisa menggunakan
user dengan grup read
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oo o || AB Internal User

o Buat user tambahan untuk rekan semeja
anda

o Buat grup beserta hak yang dimiliki

o Tentukan juga address yang diijinkan untuk
mengakses router
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® ¢ o [ Address Resolution Protocol

o Untuk memetakan OSI level 3 IP address ke
OSl level 2 MAC address

o Digunakan dalam transport data antar host

PRP

i [ addresses ARP List

Routing " Routes [+l=] [=1z] =] [7]

Ports Pool 1P Address + |Mac address |Interface

Queues LRP =1192,165.0,9 00:05:54: 16:48: 11 bridgel

Diri . = 192,165.0.23 o0 14:85: 1E:88:D7F bridgel
Fivets Firevaall 1192,165.0.100  00:0C:42:0%:20:60  bridgel

Swskem ¥ Socks £192,165.0.245 0010724643 77 bridgel

Files UPRP

Log Traffic Flow

SHMP Accounking

Users Services

Radius FPacking

Tools ¥ Meighbors

Mew Terminal OMS

Telnet web Proxy

Password DHZP Client 4 items

Certifirabes P D Saruaar
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® ¢ ¢ [Monitoring

o Tool monitoring
» Ping

. Ping uses Internet Control Message Protocol (ICMP) Echo
messages to determine if a remote host is active or inactive
and to determine the round-trip delay when communicating
with it.

[usert@MKI] > ping 192.168.0.100

192.168.0.100 64 byte ping: ttl=64 time=1 ms
192.168.0.100 64 byte ping: ttI=64 time=1 ms
192.168.0.100 64 byte ping: ttI=64 time=1 ms

3 packets transmitted, 3 packets received, 0% packet loss

round-trip min/avg/max = 1/1.0/1 ms
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® ¢ ¢ [Monitoring

« Mac Ping 8 BAC Pine
Ping To: |MIHUSCYRISQRNES ~ | Fing
a0 0C: ¥6:E3:ER:FD
Facket Lount: Ry wTASTIRES 3top
Ii [00:0C: 42:02:34: 77 ]
IMEOUE | 400 42-02:29: 40 ose

Facket Size: |50

MALC Address Time Reply Size | St
00:0C: 42:02:10:CF O s alll
00 0C: 42:02:10:CF 0 mz il
00:0C: 42021 0:CF O s alll
00 0C: 42:02:10:CF 1 mz il
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® ¢ ¢ [Monitoring

» Flood Ping M Flood Ping

Flood Ping Tao: [192.168.0.27

Facket Count: 1000

Packet Size; |1500

Timeout; 11000

Facketsz Sent: 1000
Facketz Recerved: | 1000
Minimurm BTT;
Ayerage RTT:
b aximurn BT T:
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® ¢ ¢ [Monitoring

« Torch
Realtime Traffic Monitor e x

Dst, Address Fark

that |S gO|ng through v WLAN Id VLN 1d: [amy B

— Biasic —Filters
Cal |ed also to rCh iS used Interface: |ether1 ||3| Src, Address: |D.D.D.D,|'D | -
Entry Timeout: | 00:00:03 |s Dst, Address: |0.0.0.0/0 |
f -t . t ff' — Colleck Protocal: |anv | ;l
O r m O n I O rl n g ra IC Src. Address Protocol |
|

|
Part: |anv || *
|

Flnct

an I nte rface . |Sr|:. Address Dst, Address |Tx Rate |Rx Rate |T>< Pack. .. |Rx Pack. ., | |"|
255.255,255,255 192,168.0.23 4.8 kbps 0 bps 7 a
202.65,113, 146 192,165.0,173 13.7 kbps 1472 bps 12 4
152,118.24.30  192.1658.0.27 672 bps 0 bps 1 i}
209,85.171.93 192,165,022 3.1 kbps 1939 k.., El 16
192,165,0,100 192,165,022 1344 bps 2.1 kbps 2 1
192,168,093 192,168,025 0bps 0 bps 0 a
Giterns  |Tokal Tx: 23,7 .. (Tokal Rx: 197.... [Total Tx Packet: 31 Total R Packet: 21
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® ¢ o [ Monitoring

o lraceroute Tracerdi ﬂ

Traceroute To: |www.mikru:utik.-:-:u.iu:|

| .
» lTraceroute determines Packet Size |55 [ s |

. Timeaut: |1 |s I?I
how packets are being oo 5]

Port: |68 |

routed to a particular — ~
DSCP: | -
hOSt # | |Host Timel |Timez |Tme3 ||+

192.165.0,100 2ms 2ms lms
202.65.113.1 2rms lrns 2ms

- We can choose the . miws e o
protocol : ICMP or UDP

done
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e oo | Proxy

o Pada semua level routeros, baik yang
diinstall pada PC maupun yang diinstall
pada routerboard, kita bisa mengaktitkan
fitur proxy

;<—<—»
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e o o [ Konsep Proxy

o Koneksi tanpa proxy

» z@:’

o Koneksi dengan proxy
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e o o [ Konsep Proxy

o Untuk mempercepat proses browsing, Kita
menggunakan proxy untuk menyimpan
sebagian data website.

o Data yang sudah ada, akan langsung
diberikan ke user (HIT).

o Jika belum ada, akan dimintakan dari
internet, baru kemudian diberikan ke user
(MISS).
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e ¢ o | Kebutuhan Proxy

o Jika ingin menjalankan cache
(penyimpanan data proxy), dibutuhkan
storage untuk penyimpanan.

« PC Router :

-1 harddisk (system + cache)
.1 DOM (system) + 1 harddisk (cache)

. Routerboard (RB500, RB600, RB433AH,
RB1000)

. Internal storage/NAND (system) + kartu memori
tambahan (CF/Micro-SD) untuk cache
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® ¢ o [Fitur Proxy di RouterOS

o Regular HTTP proxy

o Transparent proxy

» Dapat berfungsi juga sebagai transparan dan
sekaligus normal pada saat yang bersamaan

o Access list

- Berdasarkan source, destination, URL dan requested
method

o Cache Access list
- Menentukan objek mana yang disimpan pada cache

o Direct Access List

« Mengatur koneksi mana yang diakses secara
langsung dan yang melalui proxy server lainnya

o Logging facility

Mikrotik Indonesia http:/www.mikrotik.co.id 25-Mar-10



® e o | Setup Proxy

o Aktifkanlah service web-proxy pada router
Anda.

o Lakukanlah pengalihan koneksi secara
transparan sehingga semua koneksi HTTP
akan melalui web proxy pada router.
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Mengaktitkan Proxy

= admin@00:0C:42:18:5C:C1 (MikroTik) - WinBox v3.2 on RE500R5 (mipsle)

Interfaces
Wireless

Bridge

PFF

IP I3
Routing 3
Parts

Queues

Drivers

System [
Files

Leg

SHNMP

lUsers

Radius

Toals ¥
New Teminal
Telnet

Fassword
Certificates

Make Supout rf
Manual

Exit

B.] Web Proxy

Access | Cache Direct  Connections
= = |1 ¢ Reset Counters Reset All Counters Web Proxy Settings
5 T Dst. Add Dst. Pq’
Addresses = i 7 | Web Proxy Settings
Routes General | Status | Lookups | Insers
Pol v| Enabled
ARP Src. Address: -
Fiecael Port: (3128 s
Socks
UPnP Parent Prosy: -
Traffic Flow Parent Proogy Port: i
Accounting
o Cache Drive: |system ¥
Packing Cache Administrator: |webmaster N
Meighbors Max. Cache Size: [none + | KiB
DNS Cache On Disk
Web Prosgy
Max. Client Connections: | 600
DHCP Cliert
DHCP Server Max. Server Connections: (600
DHCF Relay Max Fresh Time: |3d 00:00:00
Hotspat Senalize Connections
P Always From Cache
Cache Hit DSCP (TOS): |4
running
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o Redirect TCP-80

] NAT Rule <80> | New NAT Rule 3w
General | Advanced BEdra  Action Statistics Gereral  Advanced BEdra Aclion | Statistics QK
Chain: |dstnat ¥ Action: |redirect * Cancel
Src. Address: hd To Ports: (3128 Apply
Dist. Address: - Disable
Protocal: & ftcp) ¥ | Comment
Src. Port: - Copy
Dst. Port: g0 FY Remove
Any. Port: = Reset Counters
In. Interface: etherl ¥ | A Reset Al Counters
Out. Interface: b
Packet Mark: hd
Connection Mark: -
Routing Mark: -
Connection Type: b
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® oo | Akses

o Mengatur hak F

Arcess |Ca|:he Direct  Connections

k || t EEI EI ‘uu Reset Counters Huu Reset All Counters H Web Praxy Settings ‘
a SeS C Ie n # | |Src. fiddress |Dst..ﬁ.ddress / |Dst. Port |Dst.Hnst |Path |Methcud |Au:ti0n |Recl"|

1] ©192,168.0.23 vy, youtub, ., deny

Web Proxy Rule <192.168.0.23>
Src, Address: []192.168.0.23 | & oK

Dst, Address: hi Cancel

Hits:

Dst, Part: [ Apply
localPorts [ |
Dt Host: [ -
E N I
i
Remave
J R
1 ikem (1 selecked) Reset Counters
Redirect Tao: I:I v
Reset All Counters
B

dizabled
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® e o |Cache

o Pengaturan penyimpanan objek ke dalam
cache

web Proxy ﬁl

Access  Cache |Direct Connections

EIEI Izl |l]l] Reset Counters || 00 Reset all Counters |

* | |Src. Address |Dst. Address Dsk. Port |D5I:. Hosk |F'ath |Meth0d |.ﬁ\.ctinn |Hits | |""|
u] @ 192, 1658.0.23 o, google, . allow 1

wWeb Proxy Rule <192_168.0.23> x|
192.168.0.23 | & | oK

Src, Address: |3

Dsk. Address: | | - | Cancel |
Dsk. Park: |:|| | | Apply |
Local Pork: | |‘Ir | Disable |
o Hosts [ fuwmnoosloco = [
Path: | g | p— |
x
E— _:II Method: | |v | Remove |
[2dwinfMKI] > ip proxy cache pr Action: |allovs =]
Flags: X - di=sabled | Reset Counters |
# DST-PORT DST PAT METHOD RACT.. HITS o | |
0 e allow 1 Hits: |1 | Reset Al Counters |
[admin@MEI] =
* || [di=abled
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® ¢ o | Direct Access list

o Mengatur requst dari client untuk diproses
langsung oleh parent proxy server

o Berfungsi jika Transparent proxy telah
didefinisikan

Mikrotik Indonesia http:/www.mikrotik.co.id




® ¢ o [ Storage

o Penyimpanan Cache

General |Status Lookups  Inserts K

Enabled

¢ SySte m Sre. Address: |:| -
o H a rd d I S k ; Clear Cache

o Format Drive terlebih

Cancel

Apphy

Parent Procey Port: |:| - Check Drive. .,

Cache Drive: |secundary-master ||3|

h I Cache Administratar: |webmasker re
dahulu wax, Cochoss: e [[8] kB

Cache Cn Disk

o Aktifkan Cache on Disk e e EETrmm

Dirivees |secnndary-master " * | Farmat Drive

Max. Server Connecti

Max Fresh T Cancel

i

LI Serialize Connections
[ | always From Cache

Cache Hit DSCP (TOS): |4

riunring
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Basic TCP/IP

Certified Mikrotik Training Basic Class
Organized by: Citraweb Nusa Infomedia
(Mikrotik Certified Training Partner)



e ¢ o | Training Outline

o OSI Layer

o Packet Header

o Mac Address

o IP Address and subnetting

o |IP Protocol

o Basic networking, DNS, gateway
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~ %+ “Jutaan host yang harus
4L bisaberkomunikasi
¢ € A satu sama lain.
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Application

Presentation

Session

Transport

Network

Link

Physical

OSI Layer dan Protokol

~

Open Systems
Interconnection (OSI)
adalah sebuah model
referensi arsitektur
antarmuka jaringan yang
dikembangkan oleh ISO
yang kemudian menjadi
Konsep standard
Komunikasi jaringan di
nampir semua perangkat
jaringan.

189S uoneoi|ddy

J\

190G 1odsuea ]
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ee o | OSI| Layer dan Protokol

Application SMTP | HTTP | FTP | Telnet | DNS | DHCP S'EM TFTP
_______________ Enkripsi, dekripsi, mime
Presentation P P
Session
TCP UDP
Transport Transmission Control Protocol | User Datagram Protocol
_______________ Routing Protocols
Network P RIP, OSPF, BGP
ICMP
. ARP
Link Mac Address, Switch
Physical Ethernet, Wireless, ATM, Frame Relay, PPP
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e o o | Packet Header

IP version (4) | [ IP Header Length | @,pe of service |
ver ToS ~ 16 bit total length

16 bit identification fragment offset flag/length

TTL _ 16 bit header checksum

32 bit source IP Address
32 bit destination |IP Address
options (if any)

Time to leeJ

data
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oo o | MAC Address

o MAC = Media Access Control

o Digunakan sebagai identitas yang unik dari setiap
interface hardware, yang merupakan identitas untuk
berkomunikasi di OSI layer 2.

o Sebagian bit merupakan identitas pabrik pembuat
hardware

o 48 bit hex. Contoh: “AA:BB:CC:DD:EE:FF”

o Jika sebuah router memiliki 3 interface fisik, maka
akan memiliki 3 buah mac address

o Untuk virtual interface (VLAN, EolP) maka
ditambahkan mac address virtual.
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ARP Table

X

+|=| ][ T

|IF‘ Address £ |MAC Address |Interface -

. L B172.16,10.2 FE:2Z:0B:BS:83:44  eoip-to-cvberll -

O AddreSS R@SO'U“O” L ©&172.16,30.2 FE:2C:DE:BS:53:40  eoip-to-rajawali —
D S192.168.0.4 00:23:DF:94:1F:05  LAN
P t | D S9192.168.0.5 O0:50:FC:20:6C:08  LAN
rotoco D 9192.168.0.8 00:16:E6:30: 1667 LAN
D 9192.168.0.9 00:24:10:58:14:36  LAN
M k t k | D S192168.0.11  O0:80:48:06:340F  LAN
O erupa an pro OKO D ©9192168.0.14  O0:14:85:ESCALE  LAN
D 192,168,017  O00244:36:66:F2  LAN
penghubung antara layer © o  smeseene o
. D 9192168.0.20  O0:50:BAISD:ET:AZ AN
data—“nk dan network D S192168.0.21  O:IGEGETE44] AN
D S192168.022  O0G1BEH9EEH2E  LAN
. D S192168.0.25  O090:FS:97:62:36 LAN
(@) ARP Table dl rOUter D G192.168.0.26  00:11:02C5:C1:38 LA
D 9192,168.030 001440645500  LAN
k f h D 9192.168.0.33 00 1D:7D:4B:30i4A  LAN
merupa‘ an da‘ tar OSt D S9192168.03  O0G1CCODRFZO7  LAN
D 9192168.035  O01CCODRFZES  LAN
yang terhUbUﬂg |aﬂgsung D S192,168.036  OL1CCODRFH2E LA
. . D S192,168.0.858  ODED:7D:EB:DE40 AN
ber|S| |nf0rmaS| pasangan D 192.168.0.9 00:0A:SE:SELACIEZ AN
D 9192,168.0.110 001440644020 LAN
D S9192168.0.115  20:04:12:30:31:88 LAN
mac address dan D S9192,168.0,156  O0:11:5B:37:0F:90  LAN
. D 9192,168.0.172  6CFO4968:5M6C  LAN
Ip addreSS 0L 9192,168.0.174 00042307777 LAk
D S192,168.0.179  00:2L:00:0F:E7:EE AN
192,168.0,160 00 16:E6:E2:7H9E  LAN
D 9192.168.0211  00:14:85:16:E407  LAN

42 items
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oo o | |P Address

o Adalah sistem pengalamatan setiap host yang
terhubung ke jaringan

o Saat ini IP Address yang banyak digunakan adalah
IP versi 4. (32 bits / 4 bytes) - 4,294,967,296 hosts
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® ¢ © | Pengelompokan IP Address

o Pengelompokan |IP Address dilakukan dengan
subnet-ing.

o Subnet ..... 0-32

o Melambangkan jumlah IP dalam subnet tersebut
dengan rumus 232X

o Subnet 0 berarti semua IP Address
o Subnet 32 berarti 1 IP Address
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e e o | |P Subneting (contoh 1)

o Contoh: 192.168.0.0/24
Netmask :255.255.255.0

Prefix . /24

P Network : 192.168.0.0
-irst HostIP: 192.168.0.1
_ast HostIP: 192.168.0.254
Broadcast :192.168.0.255

HostIP . total IP di dalam Subnet (—) minus 2
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e e o | |P Subneting (contoh 2)

o Contoh: 192.168.0.0/25
Netmask :255.255.255.128

Prefix . /25

P Network : 192.168.0.0
~irst HostIP: 192.168.0.1

L ast HostlP: 192.168.0.126
Broadcast :192.168.0.127

HostIP . total IP di dalam Subnet (—) minus 2
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e e o | Tabel Subnet

Subnet Mask Prefix No of IP Usable IP
255.255.255.0 /24 256 254
255.255.255.128 /25 128 126
255.255.255.192 /26 64 62
255.255.255.224 127 32 30
255.255.255.240 /28 16 14
255.255.255.248 /29 8
255.255.255.252 /30 4
255.255.255.254 /31 2 -
255.255.255.255 /32 1 -
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e e o | Public and Private IP Address

o Public IP Address

IP Address yang dapat diakses di jaringan internet.
Kita bisa mendapatkan Public IP Address dari:

o Dipinjami dari ISP
o Alokasi dari APNIC/IDNIC (www.idnic.net)

o Private IP Address
IP Address yang diperuntukkan untuk jaringan lokal (tidak
dapat diakses di jaringan internet)

0 10.0.0.0 —10.255.255.255 (10./8)
0 172.16.0.0 —172.31.255.255 (172.16./12)
o 192.168.0.0 —192.168.255.255 (192.168./16)
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IP Address Khusus Lainnya

IP / subnet

Self Identification
Localhost

Not Used

Multicast

Local link/DHCP error
TEST-NET-1
TEST-NET-2
TEST-NET-3

6to4 Relay Anycast
Benchmark Test
Future Used
Limited Broadcast

0.0.0.0/8
127.0.0.1

Other 127.0.0.0/8
224.0.0.0/4
169.245.0.0/16
192.0.2.0/24
198.51.100.0/24
203.0.113.0/24
192.88.99.0/24
198.18.0.0/15
240.0.0.0/4
255.255.255.255/32

RFC5735 Jan 2010: http://tools.ietf.org/html/rfc5735
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oo o | |P Address vb

o Sistem |IP Address yang baru, penyempurnaan dari
IPv4 yang akan habis (diperkirakan tahun 2012)

o Menggunakan 128bit, ada 3,4 x 1038 hosts
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o IP Protocol

o Adalah protokol standart yang digunakan untuk
mengkomunikasikan data melalui berbagai jenis
perangkat dan layer.

o Pengiriman data dilakukan dengan sistem “per
paket” dan/atau “per connection”.

o Sistem ini menjamin keutuhan data, dan mencegah
terjadinya kekurangan ataupun duplikasi data.

o Ada beragam protokol yang biasa digunakan, yang
umum adalah TCP, UDP, dan ICMP.
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o |CMP (Internet Control Message Protocol)

Type Name

o Disalurkan berbasis “best effort” sehingga 0  Echo Reply
bisa terjadi error (datagram lost) I Unassigned
o Banyak digunakan untuk pengecekan 2 Unassigned
Jarmgan 3 Destination

Unreachable

o Prinsip kerja:

o Host (router ataupun tujuan) akan
mendeteksi apabila terjadi

4 Source Quench

5 Redirect

6 Alternate Host

permasalahan tranmisi, dan membuat Address
“ICMP message” yang akan dikirimkan 7 Unassigned
ke host asal. 8  Echo
o Aplikasi ICMP yang paling banyak 9  Router
digunakan: ICMP dan trace route Advertisement

10 Router Solicitation

11 Time Exceeded
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e o | UDP (User Datagram Protocol)

o Komputer yang satu bisa mengirimkan
pesan/datagram ke komputer lainnya di jaringan,
tanpa terlebih dahulu melakukan “hand-shake”
(connectionless communication)

o Biasanya digunakan untuk servis yang mengirimkan
data kecil ke banyak host

o Tidak ada flow control ataupun mekanisme lain
untuk menjaga keutuhan datagram

o Aplikasi yang paling umum menggunakan UDP
adalah DNS dan berbagai game online

Mikrotik Indonesia - http://www.mikrotik.co.id 25-Mar-10



® o o | TCP (Transmission Control Protocol)

o Merupakan protokol yang paling banyak digunakan
di internet.

o Bekerja dengan pengalamatan port
o Port 1 — 1024 : low port (standard service port)
o Port 1025...: high port (untuk transmisi lanjutan)
o Contoh aplikasi: http, email, ftp, dll

o Prinsip Kerja: Connection Oriented, Reliable
Transmission, Error Detection, Flow Control,
Segment Size Control, Congestion Control
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e e | Prinsip Kerja TCP

o Connection Oriented
o Koneksi diawali dengan proses “handshake”

o Client - SYN - Server
o Server 2 SYN-ACK - Client
o Client - ACK - Server

o Reliable Transmission

o Mampu melakukan pengurutan paket data, setiap
byte data ditandai dengan nomor yang unik

o Error Detection

o Jika terjadi error, bisa dilakukan pengiriman ulang
data
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e e | Prinsip Kerja TCP

o Flow Control

o Mendeteksi supaya satu host tidak mengirimkan
data ke host lainnya terlalu cepat

o Segment Size Control

o Mendeteksi besaran MSS (maximum segment
size) yang bisa dikirimkan supaya tidak terjadi IP
fragmentation

o Congestion Control

o TCP menggunakan beberapa mekanisme untuk
mencegah terjadinya congestion pada network
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e o » | Konsep Dasar Jaringan

o Host yang memiliki IP Address dari subnet yang
sama bisa terkoneksi langsung, tanpa melalui router

. EEEEEEEE 192.168.0.254/24

192.168.0.4/24

192.168.0.246/24

~192.168.0.191/24

192.168.0.142/24

192.168.0.26/24

192.168.0.41/24
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e o » | Konsep Dasar Jaringan

o Dua buah IP Address yang berasal dari subnet yang
sama tidak boleh dipasang pada dua buah interface
yang berbeda pada sebuah router

Ether1

192.168.0.28/24 Ether2

192.168.2.74/24

Ether4
192.168.5.211/24

Ether3
192.168.4.151/24
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e o » | Konsep Dasar Jaringan

o Router bertugas untuk menghubungkan dua atau
lebih jaringan yang memiliki subnet yang berbeda

’———5

— N
’— ~N

~
192.168M1.48/24

\
\

e _ — 192.168.1.24/24

N
192 168.1.4/24 E
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e o » | Konsep Dasar Jaringan

o Default gateway menentukan ke arah mana trafik
harus disalurkan untuk menuju ke internet

—
’— - o

switch AEEE

192.168.0.4/24

- el ~—192.168.0.191/24
192.168.0.26/24

192.168.0.142/24
192.168.0.41/24
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e o » | Konsep Dasar Jaringan

o DNS diperlukan untuk melakukan pengubahan
nama domain menjadi ip address, karena seluruh
proses pengaturan trafik dilakukan berdasarkan
layer 3 OSI, yaitu ip address

o Contoh:
o www.yahoo.com - 203.0.113.5
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Static Route

Certified Mikrotik Training Basic Class
Organized by: Citraweb Nusa Infomedia
(Mikrotik Certified Training Partner)



e o » | Routed Network

o Pengaturan jalur antar network segment
berdasarkan IP Address tujuan (atau juga
asal), pada OSI layer Network.

o Tiap network segment biasanya memiliki
subnet network (IP Address) yang berbeda-
beda.
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Routing!

Memungkinkan kita melakukan pemantauan dan
pengelolaan jaringan yang lebih baik

Lebih aman (firewall filtering lebih mudah dan
lengkap)

Trafik broadcast hanya terkonsentrasi di setiap
subnet

Dibutuhkan perangkat wireless yang mampu
melakukan full routing, atau menambahkan router
di BTS.

Untuk skala besar, bisa digunakan Dynamic
Routing (RIP/OSPF/BGP)
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Routing

192.168.3.0/24

(&l

ROUTER

GATEWAY
WIRELESS

setiap segment jaringan memiliki
subnet IP address yang berbeda.

OO TR

P<]
<]

DR
s

R

192.168.

<
>
<}

<

>

.0/24

0
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e ¢ o [ Tipe Informasi Routing

o MikroTik RouterOS tipe routing sbb:

- dynamic routes
yang akan dibuat secara otomatis:
. saat menambahkan IP Address pada interface

- informasi routing yang didapat dari protokol
routing dinamik seperti RIP, OSPF, dan BGP.
- static routes
adalah informasi routing yang dibuat secara
manual oleh user untuk mengatur ke arah
mana trafik tertentu akan disalurkan. Default
route adalah salah satu contoh static routes.
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05-154

Menambahkan Routing

-[E] admin@00:0C:425:0E:45:21

||

Interfaces
Wircless
Bridge
EEE

Fiouting

Forts
Queues
Drivers
System

Files

Log

SNMP

Users

Radius

Toals

MNew Teminal
Telnet
Fassword
Certfficates
Make Supout rf
Manual

Bt

MikroTik] - WinBox v3.2 on RES00RS (mi

v Hide Passwords [l (5}

D)

Firewsaill
Socks
UPnP
Traffic Flow
Accounting

Services
Packing
Meighbors
DNS

Web Promgyr
DHCP Client
DHCF Server
DHCF Relay
Hotspot

|Psec

-

B Route List

Routes =

- % (O T
Destination f .Gatewa'_.r .Gatewa'_.r
{AS  F0.0.00/0 10.10.10.100

DAC [ 10.10.10.0/24
|DAC = 152.168.1.0/24

"

[ E2 |
all ¥
Interface [ Distance [ Hnuti. -
wilan1 1
wian1 0
etherl 0

# | Route <0.0.0.0/0>
General | Attributes

Destination: |(0.0.0.0/0
Gateway: |10.10.10.100

Gateway Interfface:

Interface: .wlan1
Check Gateway:

Type: |unicast

Distance: |1
Scope: |255
Target Scope: |10
Routing Mark:

Pref. Source:

-+

=
-

Cancel
Appl

L1

=g

Disable

Comment

4
&

Fletle Fielg

Remove

+

10



e e o | Tipe Routing

-

# | Route List ==
A: Active Routes | Rules
Destination Gateway (| Interface | Distance |Routing Mark | Pref. Source | »
AS  PODOOAO 10.10.10.700  wianl . i 1]
DAC = 10.10.10.0/24 wlan 0 10.10.10.1
_1DAC I 152.168.1.0/24 etherl 0 192.168.1.1
A: Active

D: Dynamic

C: Connected setiap IP Address yang dipasang pada

interface di router secara otomatis akan
menambahkan DAC Routing dengan
pref-source IP Address tersebut.

1items
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Parameter Dasar Routing

Destination
« Destination address & network mask
« 0.0.0.0/0 -> ke semua network
Gateway

- |IP Address gateway, harus merupakan IP Address yang satu
subnet dengan IP yang terpasang pada salah satu interface

Gateway Interface

- Digunakan apabila IP gateway tidak diketahui dan bersifat
dinamik.

Pref Source

- source |IP address dari paket yang akan meninggalkan router
Distance

- Beban untuk kalkulasi pemilihan routing
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e o o [ Konsep Dasar Routing

o IP Address Gateway harus merupakan IP Address
yang subnetnya sama dengan salah satu IP
Address yang terpasang pada router (connect
directly).

Pada interface yang menghubungkan router A
dan B, pada masing-masing router terdapat
lebih dari 1 buah IP Address.

o Default gateway pada router B adalah router A

2 romtps C IP Address yang menjadi default gateway
jiaitehatl I router B adalah 10.10.2.1, karena IP Address

10.10.2.2/24 1 10.10.3.2/24 tersebut berada dalam subnet yang sama
dengan salah satu IP Address pada router B
(10.10.2.2/24)

o Setting static route default :
1°-‘°-4-2’_2_4,. « Dst-address=0.0.0.0/0 gateway=10.10.2.1

10.10.4.1/24
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e ¢ o | Implementasi Konsep Routing

(DAC) Dst-addr= 10.10.1.0/24 (DAC) Dst-addr= 10.10.2.0/24
pref-source=10.10.1.2 pref-source=10.10.2.2
(DAC) Dst-addr= 10.10.2.0/24 (DAC) Dst-addr= 10.10.3.0/24
Internet pref-source=10.10.2.1 pref-source=10.10.3.1
(AS) Dst-addr= 0.0.0.0/0 gw=10.10.1.1 (AS) Dst-addr= 0.0.0.0/0 gw=10.10.2.1
10.10.0.124 | (Ag) pst-addr= 10.10.3.0/24 gw=10.10.2.2
]

10.10.0.2/24 ~ P
R @ 10.10.2.2/24@
- S

10.10.1.1/24 10.10.1.2/24u 10.10.2.1/24

A 10.10.3.1/24

(DAC) Dst-addr=10.10.0.0/24
pref-source=10.10.0.2
(DAC) Dst-addr=10.10.1.0/24 10.10.3.2/24

pref-source=10.10.1.1 (DAC) Dst-addr= 10.10.3.0/24
pref-source=10.10.3.2 S

(AS) Dst-addr= 0.0.0.0/0 gw=10.10.0.1

(AS) Dst-addr= 10.10.2.0/24 gw=10.10.1.2 (AS) Dst-addr= 0.0.0.0/0 gw=10.10.3.1
(AS) Dst-addr= 10.10.3.0/24 gw=10.10.1.2
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e o o [ Konsep Dasar Routing

o Untuk pemilihan routing, router akan
memilih berdasarkan:

» Rule routing yang paling spesifik tujuannya

. Contoh: destination 192.168.0.128/26 lebih
spesific dari 192.168.0.0/24

» Distance

- Router akan memilih yang distance nya paling
kecll

» Round robin (random)
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e o o | Contoh Pemilihan

o Untuk koneksi dengan destination

192.168.0.1, manakah urutan prioritas rule

yang digunakan®?

Destination Gateway Distance | Prioritas
192.168.0.0/27 | 192.168.1.1 1 2
192.168.0.0/29 | 192.168.2.1 1 1
192.168.0.0/24 | 192.168.3.1 5 4
192.168.0.0/24 | 192.168.4.1 1 3

Mikrotik Indonesia http://www.mikrotik.co.id
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e oo | [LAB-1] Static Route
- Dari konfigurasi lab 10'10'“"”’0

sebelumnya, semua Router 1 Router 2

router hanya 10.10.10.1 0-10-10-2

memiliki default =<

gateway. 192.168.1.1 192.168.2.1
o Tambahkan rule

static route supaya 192.168.1.2 192.168.2.2

ping bisa dilakukan
antar notebook yang " ’.

berbeda network.
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® ¢ ¢ | | angkah-langkah

o Matikanlah src-nat masquerade

o Buatlah static route pada router

o Contoh di meja 1 untuk membuat static
route ke meja 2:

» /Ip route add dst-address=192.168.2.0/24
gateway=10.10.10.2

o Gontoh di meja 2 untuk membuat static
route ke meja 1:

» /Ip route add dst-address=192.168.1.0/24
gateway=10.10.10.1
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e o o | [LAB-2] Static Route '='**==

WLAN1 :10.10.10.X/24
10.10.10.100/24

Buatlah konfigurasi berikut dan lakukan pengaturan ETHER3-
static route sehingga semua laptop dapat 10.Y.1.1/24
terkoneksi ke internet dan semua laptop dapat

melakukan ping ke laptop lainnya.

Matikanlah src-nat/masquerade.

ETHERZ2:
10.Y.1.2/24

ETHERS: ETHERS: =
@ 10.Y.3.1/24 10.Y.2.1/24 22 T
ETHERZ2: ETHERZ2:
10.Y.3.2/24 10.Y.2.2/24

: 192 168.X.2/24 ’ 192.168.X.2/24 ’

192.168.X.2/24
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e o o | [LAB-3] Static Route '®'"x22

@%

10.10.10.100/24 ETHERS:
10.Y.1.1/24
WLANT1: ETHER2:
10.10.10.X/24 10.Y.1.2/24

ETHERS: ETHERS:
R 10.Y.3.1/24® 10.Y.2.1/24 R
ETHER2: . ETHER2:
10.Y.3.2/24 10.Y.2.2/24

’ 192.168.X.2/24 ’ 192.168.X.2/24 ’

192.168.X.2/24
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Bridge & EoIP

Certified Mikrotik Training Basic Class
Organized by: Citraweb Nusa Infomedia
(Mikrotik Certified Training Partner)



Bridge

Menggabungkan 2 atau lebih interface yang
bertipe ethernet, atau sejenisnya, seolah-olah
berada dalam 1 segmen network yang sama.

Proses pada layer data link.

Mengaktifkan bridge pada 2 buah interface akan
menonaktifkan fungsi routing di antara kedua
interface tersebut.

Sebagian orang suka menggunakan sistem bridge
pada wireless network mereka, karena:
» Lebih mudah dibuat

» Perangkat wireless umumnya tidak mendukung
routing



® e o | Sistem Bridge

o Perangkat-perangkat wireless berada
dalam satu subnet / bridge network yang

Sama

192.168.0.1

CLIENT

v’;’r’:‘:‘O.: ver

\

/>

\/
/ XX

&

ROUTER 192.168.0.100-254

GATEWAY
WIRELESS

192.168.0.2




Sistem Bridge

o Bayangkan kalau network wireless sudah
terdiri dari beberapa BTS

N
=
N
P(P\ §
- - CLIENT
ROUTER 25\ J
GATEWAY 192.168.0.2 ;i::fé
WIRELESS @

—h
<o
N

.168.

O

.100-254




® e o | Sistem Bridge

o Keburukan Sistem Bridge

» Sulit untuk mengatur trafik broadcast (misalnya
akibat virus, dll)

- Permasalahan pada satu segment akan membuat
masalah di semua segment pada bridge yang sama

» Sulit untuk membuat fail over system
» Sulit untuk melihat kualitas link pada tiap segment

- Beban trafik pada setiap perangkat yang dilalui
akan berat, karena terjadi akumulasi traffic



® ¢ o | Bridge Interface

o Berikut ini jenis-jenis interface yang dapat di-
bridge:
- Ethernet
- VLAN

. Merupakan bagian dari ethernet atau wireless interface

- Jangan melakukan bridge sebuah VLAN dengan interface
induknya

- Wireless AP, WDS, dan Station-pseudobridge
- Note: station-pseudobridge tidak bisa di-bonding

EolP (Ethernet over IP)
. Lebih detail pada slide lain

. PPTP
. Selama bridge dilakukan baik di sisi server maupun client



o Perhatikan!

o Kita tidak harus memasang IP Address pada
sebuah bridge interface

o Jika kita menonaktifkan bridge, pada IP Address
yang terpasang pada bridge akan menjadi invalid

o Kita tidak bisa membuat bridge dengan interface
lainnya, seperti synchronous, IPIP,
PPPoE, dll.

o Namun, kita bisa melakukan bridge pada interface
lainnya dengan membuat EolP terlebih dahulu
pada interface tersebut

o EoIP hanya bekerja antar perangkat Mikrotik, dan
;[io_lak bisa dihubungkan dengan perangkat merk
ain.



® e ¢ | Membuat Bridge

o Membuat interface bridge

o Memasukkan interface ethernet ke interface
bridge

o Pastikan bahwa IP Address berada dalam
satu segmen network



® e o | Konfigurasi Bridge

= admin@00:0C:42:1A:A6:07 (MikroTik) - WinBox v3.7 on RB500R5 (mipsle)
< || cu

Interfaces

Wirelesz

Routi ; .
il I B idge Settings

—

Parts

ize [P Firewall

Hueues

Cancel

Cirivers

Syztem Apply

Filez

Secara default, jika kita menggunakan bridge, maka rule yang ada di firewall
tidak akan berpengaruh. Aktifkanlah setting ini jika dibutuhkan.



® ¢ ¢ | Membuat Interface Bridge

M Bridge
Erdge  Partz  Filters Broute MAT  Hosts

O 3 I = | T Settings

I Mew Interface

General STP  Statuz  Traffic

M arne:;

Type: |Bridge

FTL: (1500
MALC Address:
ARF: | enabled
Adrnin, MAL Address:

*

OE.

Cancel

Apply

Dlizable

Commment

Copy

Remove




Setting Bridge Ports

Bl New Bridge Port

Bridge Ports | Fikterd General | Status

nterface:

Inkerface Bridge: | bridgel

Fricrity:
FPath Caost:

Harizon:

E dge:
Faint To Paint;
Extemnal FOB:

.EI itemns

Cancel

Apply

Dizable

Cormment

Copy

Remove




® e ¢ | Bridge Ports

Setelah ketiga interface dimasukkan ke dalam bridge

Bridge Fortz | Filters Broute MAT  Hosts
ot : =] |

Interface Bridge \Prionity [h... |Path Cost | Honzon | Role |RootPat.. | |*
11athert bridge a0 10 designated port

it ether2 bridge1 a0 10 deszighated port
I 4tether3 bridge1 a0l 10 dizabled part

3 items

: /interface bridge add name=bridge1 disabled=no

: /interface bridge port add interface=ether1 bridge=bridge
: /interface bridge port add interface=ether2 bridge=bridge
: /interface bridge port add interface=ether2 bridge=bridge1



Contoh (bridge network)

internet

-----------
--------------
------

- L]
----
( 3d ]

.

L
e,
....
. L]
. L4
. ~
* L4
* .
* v
* L g
‘O 0.
* .0
*

10.10:40.51-150/24 10.10.10.151-250/24



® ¢ © | Perhatikanlah IP Route

Sebelum bridge dibuat IP Address terletak
pada interface masing-masing

I Route List

Routes | Byles
all

5 = ] ¢

Destination [z ateway Gateway ... ‘Iahevfme,
DAC P 192.163.1.0424 o etherl
DAC P 192.168.2.0/24
DAC B 192.168.3.0/24 %

. .Distann:e Routing Mark. | Pref. Source
. 1] 192.168.1.1

= ether2  ® 192.168.2.1
192168.3 1

3 items




®o IP Route

o Setelah interface dimasukkan ke dalam
bridge, maka dynamic routing juga akan
berpindah ke interface bridge:

Il Route List

Routes  Ruylesz

<

all

[z ateway Gateway..&ﬁt&l'fa&q .Distann:e Routing Mark. | Pref. Source
1] 192.168.1.1

o 192.168.2.1
132.168.3.1

Drestination

DaAC B 192168.1.0/24 N bridgel %

DAC [P+ 192.168.2.0/24 -: bridgel =

DAC P 192.168.3.0/24 *, bndgel ‘: 1]
‘e amm »*

3 items




® ¢ o | Bridge Monitoring

o Untuk melihat mac-address host yang
terkoneksi

I Bridge

Brdge Ports Fiters  Broute  MNA

MALC Address On Interface (Age Bridge
00:03:00:30:0°3EE ethers 00:00:02 bridgel
00:08:E4:F1:Ch: 7B ether 00:00:02 bridgel
00:0C:42:0E:4R:3F ether? 00:00:32 bridge
00:0C: 42144807 etherl 00:00:02 bridge
00:0C: 421 4:46:08 ether? 00:00:02 bridgel

b temsz




oo || AB—Bridge (1)

o Berpasangan dengan teman semeja,
buatlah konfigurasi bridge berikut ini,
sehingga dari laptop A bisa melakukan ping
ke laptop B.

Ether1

192.168.10.4/24

192.168.10.1/24

192.168.10.2/24

192.168.10.3/24




®e o | Bridge Loop

o Jika terdapat dua atau lebih jalur yang
berada dalam sebuah network bridge, hati-

nati terjadinya bridge loop.

o Untuk menghindari terjadinya bridge loop,

Kita menggunakan STP (Spanning Tree
Protocol)

o Meskipun tidak terlalu bagus (kurang
responsif), STP dapat juga digunakan
sebagai fail over system




® e o | Contoh Bridge Loop

o Jika Ether1 dan Ether2 pada kedua router
dimasukkan ke dalam bridge, maka akan
terjadi bridge loop

e 1
e

Ether2

Ether2

o Untuk menghindari terjadinya bridge-loop,
kita menggunakan fitur STP / RSTP



RSTP (Rapid Spanning Tree
Protocol)

o Rapid Spanning Tree Protocol (RSTP)

o In 1998, the IEEE introduced an evolution of the Spanning Tree
Protocol: Rapid Spanning Tree Protocol (RSTP) or 802.1w. In the
2004 edition of 802.1D, STP is superseded by the RSTP.

o RSTP is an evolution of the Spanning Tree Protocol, and was
introduced in the extension IEEE 802.1w, and provides for faster
spanning tree convergence after a topology change. Standard IEEE
802.1D-2004 now incorporates RSTP and obsoletes STP.

o RSTP switch port roles:

- Root - A forwarding port that has been elected for the spanning-tree
topology

- Designated - A forwarding port for every LAN segment

- Alternate - An alternate path to the root bridge. This path is different
than using the root port.

- Backup - A backup/redundant path to a segment where another
switch port already connects.

- Disabled - Not strictly part of STP, a network administrator can
manually disable a port




RSTP

RSTP is a refinement of STP and therefore share most of its
basic operation characteristics. However there are some
notable differences as summarized below

Detection of root switch failure is done in 3 hello times or 6
seconds if default hello time have not been changed

All ports that have been configured as access ports are
placed in forwarding state without ever checking for loops.
However the switch will disable them if it detects a loop.

Unlike in STP where the algorithm is passive - ie wait for time
to pass for information collection, RSTP will actively send
iInquiry packet seeking information from neighboring
switches. This leads to a faster convergence.

-T—Iiﬁgvew 30~60 sac 3-f 5ec
Protocol |[EEE&02.10 | IEEEBD2. 1w

Configuration | complex | complex




®e o | Menset RSTP pada bridge

. B Interface <bridge1 >

[

Endge | Partz  Filte
g = W

Patuz | Traffic

Canicel

M arne Priority: | 8000 - - Address
4-3-bridgel PPY IC: 421 Ak 07

M aw Meszage Age: |00:00:20 Dizable

Fonward Dealy: | 00:00:15 Carment

Tranzmit Haold Count; | B
Copy

Ageing Time: | 00:05:00 Femove

Tarch

1

1 itermn out of & [1 zele running




® e ¢ | Prioritas Bridge

o Kita bisa menentukan prioritas jalur yang
digunakan pada bridge, jalur lainnya akan
menjadi backup (fail over system)

s B Bridge Port <ether3=

Bridge Portz | Filters  Bro

General | Skatys 0k,
| = (% O
- Interface: |[Ei=E ¥ Cancel
Interface Bn
41 ether] bri Bridge: | bridge ¥ Apply
£t ether? biri
£+ etherd bi o Dicable | P10
Fath Caost: |10 Comment
Haorizan: . Copy
R
Edge: |auta + i
Faint Ta Paint; | auta *
Esternal FDB: |auto ¥




® ¢ o | Status Bridge

o Pada salah satu router, link back up akan
berstatus blocking

Il Bridge

Bridges Fortz | Filters Broute MAT  Hosts
g | = | O

Interface Bridge Friarity Fath Cogt | Status
4-t-etherl bridge = - whll

............... trethere  brdgel o Q30 10 blocking 2
4-1-etherd bridge1 = FfErTraTaing



® ¢ ¢ | Monitoring Link

o Cobalah lakukan bandwidth test dari laptop
ke laptop. Amati besarnya trafik yang
melalui setiap interface

‘_ﬁ TR T M |nterface <ether3=

| ; 2
General Ethemnet  Statuz  Traffic General Ethernet  Statuz  Traffic

Tw: (10883 kbpz T |1042.3 kbps Tw |0 bpz

R 110450 kbps R (10314 kbps Fw: (11.4 kbps
Tu Packet: | 111 pfs Tu Packet: 101 p/s Tu Packet: |0pfs
Fix Packet: | 100 p/s Fix Packet: 88 p/fs Fix Packet: |14 pis

= N | S | <
£ | BN = i




®eo o | Fail Over Test

o Cobalah mencabut kabel pada ether2 dan
amati perubahannya.



B [nterface List

Interface IEthernet EclP Tunrel  IP Tunnel %LAMW “REF EBonding
=] |7

| |

gk

RR
|Mame

Tx Fx \Tx Pac... IFI:-: Pac... |

R 4tbridgel

R 4irethen
419 ether?

|F 4fether3

Bridge

Ethernet
Ethernet
Ethernet

10.7 kbpz 1] 15
10460k . 113 1
0 bps 1] 1]
1037 4 k.. 1 aa

0 bpz
1094 4 k..

0 bpz
10428 k...

M Bridge

Bridge Parts iFiIters Bru:uute. MAT  Hosts

#]|=] [f[%] =] [7]

Interface ¢ ! Eridge

|F'ri|:|rit_l,l [h... !F'ath Cost |H|:|riz|:|n iFh:uIe

|Fh:u:ut Fat... |

4-1ether
4t ether?
3 ethier3

bridgel
bridge1
bridgel

an 10 desighated port
a0 10 dizabled part
a0 10 dezsighated port

M Interface <ethert >

General  Ethermet | Status Traffic|

Tw | 1094.4 kbps |

Fix | 1045.0 kbps I

Tw Packet: i'l13 ps |

Rx Packet: i'IEI'I ps [

M Interface <ether2>

General | Ethernet  Status Traffic|

Tu: |EI bps

Tz Packet: |EI pds

|
R |EI bps |
|
|

R= Packet: |EI pis

M [nterface =ether3=

General  Ethernet  Status Tfﬂfﬁ':|

T 1042 8 kbps

Rw |1031.4 kbps

Tu Packet: |1EI1 ps

Rx Packet: |EE pis

BT+ 10944 kbps
R 1046.0 kbps I

BT Obps
R 0bps

BT 10428 kbps
R 1031.4 kbps

R Packet: 101 p/s

Bl T+ Packet: 0p/s
I Fx Packet: 0p/s

||||||||||||||||||||
B T Packet 101 pis

R Packet: 88 pls

mens oA
mimul

" | 7
dizabled {ruRning

[ cisabled [turming [slave

|running

!;I-'_iie abled




® ¢ o | Bridge Filtering

o Kita dapat melakukan filtering pada trafik
yang melalui bridge

: New Bridge Filter Rule |

syte MAT  General |.-'l'-.|:|~.-'an|:ed ARF STP  Action  Statistics oK

Chain: fu:url.-'-.l.an:l j Cancel
Achion .M —w— |nterfaces
;2 ==Protocal IP Bazed ==

ERforward | accept _
;== Protocol ARF Bazed == w5 MAC Address Dizable

ERforward | accept = Dzt MALC Addrezz
:;;===Drop All Forward Packets === || —— MAC Protocol

ERfarward | drop - |P

—w— Packet Mark Hemove

Apply

—w— Brndges

Cormment

Copy

|dizabled




® e o | Memblok ICI\/IP pada Bridge

x x
General |.-'3-.dvan|:ed ARFP S5TP  Action  Statistics 0k, General Advanced ARP STP  Action |Stati3tic3 0K
Chair: IM j Cancel Action: - Cancel
—a— |fterfaces Apply Apply
In. Interface: [ |ether3 ||
Dizable Dizahl
Out. Interface: [ |etherl T~ e
~w— Bridges Cornment Comment
—w— 5ic. MaC Addrezs Copy Copy
—w— [zt MAC Address
Remove Remowve
—a— A C Protocaol
MALC Protacal: rlm * | hex
—a— |P
Sro. Address: -
Src. Port: -
Dat. Address: [ |0.0.0.0/0 -
Dzt Poit: -
Pratocal |_| j -
—w— Packet Mark
[disabled |disabled




® ® o [ Konfigurasi Console-Terminal

io Membuat rule filtering ICMP apda bridge

» /Interface bridge filter add chain=forward
in-interface=ether3 out-interface=ether3
mac-protocol=ip dst-address=0.0.0.0/0
Ip-protocol=tcp action=drop



e oo | LAB Bridge (3)

o Lakukanlah filtering ICMP / UDP pada
bridge antar kedua belah laptop



e ¢ o | Ethernet over IP (EolP)

o Adalah protocol pada Mikrotik RouterOS yang
membangun sebuah network tunnel antar mikrotik
router di atas sebuah koneksi TCP/IP.

o Interface EolP dianggap sebagai sebuah Interface
Ethernet

o Jika Brdge mode diberlakukan pada EolP tunnel
maka semua protocol yang berbasis ethernet
akan dapat berjalan di Bridge tersebut (Dianggap
seperti hardware interface ethernet yang di
bridge).

o Hanya dapat dibuat di Mikrotik RouterOS

o Menggunakan Protocol GRE (RFC1701)



oo | EoIP Example

10.0.0.1 10.10.10.2

City A @ City B
W\ 4

N~

192.168.0.11 > 192.168.0.1
EolP
192.168.0.12
192168013 9 ER S 192.168.0.2

Secara Virtual setiap Laptop terletak di dalam satu segmen network yang sama.




EolP Configuration

Interface List E

Interface |Ethernet EalP Tunnel P Tunnel WLAM WRRP  Bonding

g o

EalP Tunnel
IP Tunnel
WLAMN

YRREP
Bonding
Bridge

WPLS

PPP Server
PPP Client
PPTF Servet
PPTP Cliert
L2TF Server
L2TP Cliert
OWPR Server
PN Cliert
PPPOE Server
PPPoE Client
=DM Server
[SDM Cliert

S i Fingt
‘ Type Tx R Tx Pac... |Rx Pac...
Ethernet 0 bps 0 bps 0 0
i Interface <eoip-tunnell = x|
General | Traffic 0K
Ethernet
Ethernet M ame: Cancel
Type: |EolP Apply
BTU: (1500 Disable
MaAC Address: |FE:00:30:31:CF:95
Carnment
ARP: |enabled | Cos
Address: 12026511210 Remaove
Tunrel 1D:§{0 —

|dizabled

|running




[LAB] EolP Tunnels

outer A
1010101

192.168.1. 1
192.168.1.2

Router B
1010102

192 168.1.11
192.168.1.12

3




e+ | [LAB] EolP Tunnels

™= riza®@192.168.0.100 {NAT-Lokal) - WinBox v2.9.5

K || Tl 19d 0f:03: 32 Memnr_l,l:ISB.D MB C

x|
[ =] 2]

O Perlu diingat bahwa
TUNNEL ID pada

S M sebuah EolP tunnel

[P Tarne L — harus sama antar kedua
= s Bonding Ethermet
: e Ethemnet EolP Tunnel.
arks .
o il O MAC Address antar
Dreers PP Client EolP harus berbeda
System | DT satu dengan yang lain.
Files LETP Server
Log L2TP Client
SNME PPPoE Server

PPPoE Client
Uzers IS0 Serwver
Radiuz ISDN Clienk

WirkualarP
Whs
Mskreme Dual

Toals I

Mew Terrminal
Telnet
Fazzword
Certificate

b ak.e Supout rif




[LAB] EolP Tunnels

ROUTER A ROUTER B

Genetal |Traffin:: Ik Fenetal |Traffin: O
Mame: |eoip-tunnel Cancel Mame: |eoip-tunnen Cancel

Tvpe: |EalP Tunnel Apply Type: |EalP Tunnel Al

rATLE {1500 Disable ATLL {1500 Dizabla
M2 Addreaa:l 02FAEZE1:FO:49 | Commart M2 C .&ddress:l 02 FAEZS1:FO:50 I Commart
ARP: |enahbled I Copy ARP: |enabled ¥ Copy
Remote Addrezs: |[10.10.10.30] Remove Remote Addres=d (10.10.10.31 Remove
Tunnel I0; §| 0 Torch Tunnel I0f (0 Tarch

letizabled

ldisabled




Wireless Concept

Certified Mikrotik Training Basic Class
Organized by: Citraweb Nusa Infomedia
(Mikrotik Certified Training Partner)



e o o | Kemudahan WirelessLAN

o Wireless LAN cukup mencengangkan dunia
perkomputeran, karena berbagai kemudahan bisa

Kita dapatkan untuk menyambung dua atau lebih titik
komputer :

- Tidak perlu menarik kabel
Perangkatnya bisa di geser-geser semaunya
Pemeliharaan jaringan relatif lebih mudah

» Rancangan tempat bisnis bisa sangat fleksibel
Mengikuti tren ....



Channels 80211b

Channel number

Top of channel

Center frequency

915y|HZ 2.4 lez 5.8 GHz J
I ," _______ .= [
Mz e — 125 MHz
2401 1 2423 2426 6 2448 2451 11 2473
2412 2437 2462
2406 2 2428 2431 7 2453 2456 12 2478
2417 2442 2467
2411 3 2433 2436 8 2458 2461 13 2483
2422 2447 2472
2416 4 2438 2441 9 2463 2473 14 2495
2427 2452 L N 2484
2421 5 2443 2446 10 2468 \ ‘L
2432 2457 \
2400 2410 2420 2430 2440 2450 2460 2470 2480 MHz Bottom of

P
<«

ISM Band

»
»

channel



e e o | Channels 80211a

36 40 42 44 48 50 52 56 58 60 64

5210 5250 5290

5150 5180 5200 5220 5240 5260 5280 5300 5320 5350
149 152 153 157 160 161
5760 5800
5735 5745 5765 5785 5805 5815

o (12) 20 MHz wide channels
o (95) 40MHz wide turbo channels




e ¢ » | Custom Frequencies

o MikroTik RouterOS supports ISM Band and
‘custom’ frequencies for Atheros cards:

2312-2372| |24112-2472| | | (2512-2732
MHz MHz R MHz
4920-5170 5180-5320 5330-...
MHz MHz MHz
...-5735 5745-5805 5815-6100
MHz MHz MHz




e o o | Spectrum Analyzer

o Perangkat Spectrum Analyzer untuk melihat bentuk
dan posisi sinyal frekwensi tinggi




e o o | Kaidah dalam WirelessLAN

o Frequency dan Wavelength
o Ix Power

o Rx Sensivity

o Looses

o EIRP

o Free Space Loss (FSL)

o Line of Sight

o Fresnel Zone




e ¢ » [ Wavelength

o

Panjang Gelombang atau Wavelength adalah jarak diantara

kedua titik yang sama pada satu getaran. Dalam sistem
wireless, biasanya diukur dalam satuan meter, sentimeter atau

milli meter

}4— Wavelength —»{




e ¢ » [ Frequency dan Wavelength

Frequency dan Wavelength digambarkan
dalam persamaan :

1= C
f

dimana :

A = wavelength dalam meters

f =frequency dalam Hertz (getaran/detik)
c = kecepatan cahaya (3X108 meter/detik)



e ¢ o [ Panjang Gelombang 2,4 GHz

o Gontoh perhitungan panjang gelombang (wavelength)
untuk frekwensi 2,4GHz :

ﬂ: 3x 108 m/s
24x10° Hz

A = 0,125 meter

o Jadi panjang gelombang-nya hanya 12,5 cm




eeo o | [x Power

o Radio mempunyai daya untuk menyalurkan
sinyal pada frekwensi tertentu, daya
tersebut disebut Transmit (Tx) Power dan
dihitung dari besar energi yang disalurkan
melalui satu lebar frekwensi (bandwidth)

o Misalnya, satu radio memiliki Tx Power
+18dBm, maka jika di konversi ke Watt
akan didapat 0,064 W atau 64 mW.



e ¢ » | Perhitungan db - mWatt

o dBm adalah nilai 10 log dari sinyal untuk 1 milli Watt
o dBW adalah nilai 10 log dari sinyal untuk 1 Watt
o Sinyal 100 milli Watt jika dijadikan dBm akan menjadi :

100 mMW
1T mW




e o o [ Watts vs dbm

100 W 50 dBm
Setiap kenaikan atau
kehilangan 3 dB, kita 10 W 40 dBm
akan mendapatkan
dua kali lipat daya 2W 33 dBm
atau kehilangan 1W 30 dBm
setengahnya .
100 mW 20 dBm
1mW 0dBm
100 uW -10 dBm
0.001 nW -80 dBm




Rx Sensivity

o Semua radio memiliki point of no return, yaitu

keadaan dimana radio menerima sinyal kurang
dari Rx Sensitivity yang ditentukan, dan radio
tidak mampu melihat data-nya

Misalnya, 802.11b mempunyai Received
Sensitivity of —76 dBm, maka pada level ini, Bit
Error Rate (BER) dari 10-5 (99.999%) akan
terlinat.

Rx Sensitivity yang sebetulnya dari radio akan
bervariasi tergantung dari banyak faktor.



Effective Isotropic Radiated
Power (EIRP)

o Adalah daya pancar total perangkat setelah
diperhitungankan dengan antenna dan
gangguan lainnya.

o EIRP = dbm Alat + dbi Antenna — Losses

o Losses dapat diakibatkan konektor, kabel
pigtail, dll




oo o | Losses Kabel

o Kehilangan daya pada setiap 100 feet (30
meter) kabel untuk frekuensi 2,4 GHz

- RGS8 : 10
« LMR400 . 6,8
« LMR600 : 95,4
- Heliax 3/8” : 5,36
« Heliax 12” : 3,74
« Heliax 5/8 : 2,15




ee o | Free Space Loss

o Rambatan frekuensi di udara akan mengalami
0SS, yang dapat dihitung dengan rumus:
-SL(dB) = 32.45 + 20 Log10 F(MHz) +

20 Log10 D(km)

o Jadi Free Space Loss pada jarak 1 km yang
menggunakan frekwensi 2.4 GHz :
FSL(dB) = 32.45 + 20 Log10 (2400) + 20
Log10 (1)
= 3245+67.6+0
= 100.05dB




ee o | Tabel FSL (db)
Jarak 2.4 GHz 5.2 GHz 5.8 GHz
1 km 100.026 106.742 107.69
3 km 109.568 116.284 117.233
5 km 114.005 120.721 121.670
10 km 120.026 126.742 127.690
15 km 123.548 130.264 131.212
20 km 126.047 132.762 133.711
30 km 129.568 136.284 137.233
40 km 132.067 138.783 139.732




e ¢ o | Perhitungan RX-Rate

RX-Rate / EIRP - Path Loss + Penguatan
Signal Strength = (FSL) Penerimaan
Harus lebih besar dari Sesuai rumus FSL,
RX-Sensivity targantung frekuensi
interface penerima dan jarak

TX-Rate Pemancar
+ Kekuatan antenna pemancar
- Loss Kabel & konektor

Kekuatan antenna penerima
- Loss Kabel & konektor



Perhitungan RX-Rate

o Asumsi :
« Access Point 100 mWatt
» tanpa booster
» kabel LMR400 100 feet
» antenna grid 24 db
» frekuensi 2,4 GHz
o jJarak 10 km



e ¢ o | Perhitungan

Perangkat ab
Pemancar (EIRP)
Access Point 100 mWatt 20 dbm
Kabel 30 meter -6.8 db 37.2db
Antenna 24 db 24 dbi (EIRP)
FSL / Path Loss 2,4 GHz 10 km -120.026 db
Penerima (Penguatan Penerimaan)
Kabel 30 meter -6.8 db 17.2db
Antenna 24 db 24 dbi
RX-Rate / Signal Strength -65.626 db



Online ; ibili
® o Link Possibility Calculator

Ca|CU IatOr Parametrs SITE 1 SITE 2
Wireless cards
Power 65 [ mi =] |[65 | iy = |
R= Sensitivity  [[F90 dBrn -40 dBrmn
Antennas
Gain 24 dBi [24 dei
Cables
Lenagth 3 | m j 3 | m j
Type: LhF400 =] LkF400 ~]
Link
Distance 10 km =
Frequency 2400 MHz
Calculate

o www.mikrotik.co.id/
teSt_I Ink. ph p Link theoretical status

Theoretical signal level at site 1 -56/required -90

Theoretical signal level at site 2 -56/required -90




e o o | Line of Sight (LOS)

o Aplikasi Wireless LAN di luar ruangan harus
memenuhi prinsip Line of Sight




e o o | Line of Sight (LOS)

o Aplikasi Wireless LAN di luar ruangan harus
memenuhi prinsip Line of Sight

Ketinggian alat harus disesuaikan untuk mencapai line of sight



o0 Fresnel Zone

o Adalah area di sekitar garis lurus antar
antenna yang digunakan sebagai media
rambat frekuensi

o Secara ideal, fresnel zone harus terpenuhi

o 20% gangguan fresnel zone akan sedikit
mempengaruhi kualitas link, namun lebih
dari itu, akan sangat mempengaruhi

o Halangan fresnel zone dapat berupa
bangunan, dan juga pepohonan (karena air
pada daun akan menyerap signal)



Untuk mendapatkan Fresnel
Zone yang baik

- Meninggikan letak posisi antena pada
infrastruktur yang ada

- Membangun infrastruktur yang baru
sebagal contoh membangun sebuah tower,
maka antena harus diletakan setinggi
mungkin pada tower tersebut

- Menaikan ketinggian tower
- Meletakkan posisi antena yang berbeda

- Memotong rintangan yang dapat
mengganggu RF seperti pohon, dll




o0 Fresnel Zone

Karakteristik jalur dapat

berubah setiap saat, tergantung
keadaan.




o0 Freznel Zone

Selain Line of Sight juga memenuhi ketentuan Freznel Zone

Freznel Zone

TX antenna
gain

TX antenna ‘ :

loss \

RX antenna

/ gain

— e e o lineofsight o RX antenna
1 i / loss
r (radius :

fresnel zone)

>t > RX signal
d1 d2 : / level

TX power

V._.

A"

D = distance antar antenna

TRANSMITTER RECEIVER




®0 Fresnel Zone Formula

o Perhitungan fresnel zone berdasarkan
asumsi bumi yang datar

< d - _,]
K\ — lr %

L i mE

_a,i{ln Km) ’ (in miles)
Fin mts)= 17.32X 4f (in GH2) Fin ﬂ::|"_"’2 05X 4f (in GHz)

SHHHG




Fresnel Zone Calculation

o Frequency : 2.4 GHz ; Distance : 10 km

d (km)

r (meter) = 17.32 / 4 (GHZ)

10 (km)
=17.32 4 * 2.4 (GHz)

=17.32* \ 1.042 =17.68 meter



e oo | Lengkung Bumi

o Untuk jarak yang cukup jauh, perencanaan
ketinggian antena/tower harus
memperhitungkan lengkung bumi.

jarak antar alat (d)
radius
freznel zone (r)
tingaqi
antena
tinggi
halangan
tinggi lengkung bumi V
--...___




e o o | Perhitungan Tinggi Antena

Masukkanlah Milai Parameter berikut ini

Frekuensi (2400 MHz
Jarak (10 ki
Asumsi tinggi penghalang rata-rata @ |10 meter
hitung |

Hasil Perhitungan

lari-jari Fresnel 2one : 17.68 meter
80 % fresnel zone : 14,14 meter
Tinggi lengkung burmi : 1,96 meter

Tinggi antena minimum yang disarankan : 26.1 meter

o http://www.mikrotik.co.id/test_tower.php



meter

Tinggi Antena

120

100

80

60

40

20

asumsi tinggi halangan 10 meter

frekuensi 2,4 GHz

tinggi antena

X

/

pd

-

/=resnel Zone

|

417

/

e

I\

80% Fresnel Zone

\i tinggi lengkung bumi
I |

10

20

30

40

jarak alat (kilometer)

50 60



o)

GPS

Untuk mengukur
ketinggian dan posisi
pemasangan di dua
titik, digunakan alat
GPS (Global Posmon-
iIng System)




e o » | Antenna Concept

o Directionality

« Omnidirectional

« Directional (limited range of coverage)
o Antenna Gain

« Indb

- Higher db, longer distance coverage
o Polarization

» Ussualy using vertical polarization



e e o | Antenna Type

o Omni Directional (3 — 15 db)
o Directional

- Flat Panel (15 - 23 db)

» Yagi

- Grid (15— 28 db)

» Solid Disc (24 — 32 db)

Pastikan antenna yang digunakan sesuali
dengan frekuensi yang dipakai



e e o | Omni Directional

TP A

Frequency 2400-2500 MHz
Gain 15 dBi
Polarization Yertical
¥Yertical Beam Width g°
Horizontal Beam Width 360°
Impedance 50 Chm
Max. Input Power 100 watts
¥YSWR < 1.5:1 avg.
Lightning Protection D Ground
i

Weight 3.3 |bs (1.5kg)
Length 40.5 in. (1.03m)
Base Diameter 1.69 in, (42.9mm}
Radome Diameter 1.52 in. {38.6mm)
Radome Material Gray Fiberglass
Mounting 2.0" diameter mast max.
¥Wind Survival up to 150 MPH
Operating Temperature -40° C to to §5° C

{-40° F to 185° F)
Connector Integral M-Fernale

270 270

Horizontal Vertical




e e o | Yagl Antenna

A
o’ o
Vertical Horizontal

Weight 1.8 Ibs. (.81 kg)
Frequency 2400-2500 MHz Dimensions 18.2 % 3 (inches)
Gain 14.5 dBi Length x Diameter 462 % 76 {mm)
-3 dB Beam Width 30 degrees Radome Material LV-inhibited Polymer
Impedance 50 Ohm Flame Rating UL 94HB

. -40° Ctoto 85° C

Max. Input Power 50 Watts Operating Temperature (40° F to 185° F)
EENE L Mounting 1-1/4" (32 mm) to 2" (51 mm) dia. masts
e s U Dokl Polarization Vertical and Horizontal

Wind Survival =150 MPH




®o Flat Panel Antenna

Frequency 5725-5850 MH=
Gain 22 dBi

Horizontal Beam Width g

¥Yertical Beam Width a=

Polarization Yertical or Horizontal
Front to Back Ratio =25 dB

Impedance 50 Ohm

Max. Input Power S0 Watts

YSWH < 1.5:1 ava.
Lightning Protection D Short

Connector

Integral N-Female

Weight

3,27 Ibs, (1.5 Kg)

Dimensions

12 x 12 x .75 inches
(305 x 305 % 19 mm)

Radome Material

IW-Stable Fiberglass

Operating Temperature

-40° C to to 85° C
{-40° F to 185° F)

Mounting

1.25 inch {32 mm) to 3 inch (75

mm) .0, pipe max.

Rated Wind Yelocity

130rmph {210kmsh)

270

Vertical

: 270
Horizontal



e e o | Grid Antenna

Model HG5822G HG5827G
Frequency 5725-5850 MHz
Gain 22 dBi |27 dBi
Polarization Horizontal or Yertical
Horizontal Beam Width ia-= 62
Yertical Beam Width 13° ES
Front to Back Ratio 25 dB
Impedance 50 Ohm
Max. Input Power 100 W atts
¥YSWR = 1.5:1 awg.
Weight 3.00bs. (1.4 kg) 5.3 lbs, (2.4 kg)
Grid Dimensions 11.8 x 15.7 inches 15.7 x 23.6 inches
(300 x 400 mm) {400 x 600 rmrm)
Mounting Zin. {50.8 mm) diameter mast max.
Operating Temperature -40% C toto 85° C
(-40° F to 185° F)
Lighting Protection D Ground
Connector M-Fernale




e o o | Solid Disc Antenna

Technical Specifications

# ~ Frequency Range: 5.725-5.850 GHz Antenna Diameter: 35.4 inches (900mm)
| \.\\ Gain: 32.5 dBi (typical) Pole Diameter: 1.5-3.0 inches
f 3 dB Beam Angle: 4° Antenna Weight: 22 |bs.
Impedence: 50 OHM Wind Load 100MPH: 256
i - VSWR: 1.5:1 (typical) ]ggﬂﬁ:ﬁfﬂz..
» /1 Side Lobe: -28 dB (typical) Radical Ice: 258
Cross Polarization: -34 dB Front to Back: 38dB (minimum)
Input Power: 100 W-max Features:
; Input Return Loss: -14 dBi 1. High Gain 32 dBi Antenna
- - / Connector: N-type Female 2. Adjustable tilt pole mount
i Operating Temperature: 40 °C to 70 °C 3. Vertical or Horizontal Polarization
Il 4. Type N Female Connector

i ] . _ Antenna Patterns
Biasanya digunakan untuk aplikasi

point to point untuk jarak yang
jauh.

Mounting pada tower harus balik,
faktor angin cukup berpengaruh.
Dibutuhkan ketelitian pointing.

EPlane - Vertical/Elevation HPlane — Horizontal/Azimuth



Sectoral Antenna

Frequency

2400-2500 MHz

Gain

20 dei

Horizontal Beam Width

120 degrees

¥Yertical Beam Width +/- 6.5
Impedance 50 Chm
Max. Input Power 250 Watts
YSWR < 1.3:1 avq.
Connector M Fernale

Lightning Protection

Direct Ground

Weight

12 |bs. (5.44 Kg)

Dimensions

39 % 9 x 2.5 inches
(99 x 229 x 6.4 cm)

Radome Material

UW-Inhibited Palyrmer

Reflector Material

Aluminum

Operating Temperature

-40% C to to §5° C
(-40° F to 185° F)

Mounting

2 inch {5 cm) O.0. pipe max.

Polarization

Yertical

Downtilt {(mech)

0 to 20 degrees {adjustable)

270
Horizontal



Sectoral Antenna (Array

Models HEKZ414-120 HK2417-120 HK2420-120
Frequency 2400 - 2500 MHz
Antenna Gain 14 dBi* |17 dBi* |20 dei*
Polarization Vertical
Horizontal Beam Width 1z20° 1z0° 1z0°
{Individual antenna)
Yertical Beam Width 15= 6.5° 6.5°
{Individual antenna)
Lightning Protection 0 Sround
Power Rating (Single Fed) 25 i atts
Antenna Radome Material Uv-inhibited Plastic
Mounting System Material Stainless Steel
Mounting (Round Mast) 1%" to 2" (31.7 to 50.8 mm) dia.
Mounting {(Square Mast/Beam) | 3%" (32.5 mm) square max,
Dimensions 20" (508 mm) = 17" 39" (290 mm) x 17" 39" (990 mm) x 17"
#**(0.0, Panels Fully Retracted) (432 mm) 0.0 ** (432 mm) 0.0 ** (432 mm) 0.0 **
Weight 14 lbs, (6.3 ka) 31 lbs, (14 kqg) 44 |bs, (20 kg)

* Antenna gains specified when sectors are individually fed.

270° 270°

Single Fed Array Individual Fed Array




X Instalasi Sectoral Antenna




ee o | PROTEKSI CUACA

- Cuaca akan sangat berpengaruh dalam
sistem jaringan wireless maka perlu
diperhatikan antara lain:

. Konektor harus ditutupi untuk melindunginya
dari kelembaban udara

. Gunakanlah isolasi karet listrik atau bahan lain
yang kekuatannya sama dengan selotip karet
sebagai contoh 3M

- Bahan Vinyl tidak bagus untuk perlindungan



Pastikan perangkat anda aman




e o » | Network Topology

o Point to Point

» Dual Nstream
o Point to Multi Point
o WDS



oo Point to Point

o Menghubungkan 2 buah alat, biasanya menggunakan antenna directional
dan jarak yang cukup jauh

o Kedua alat cukup menggunakan lisensi level 4 : Bridge dan Station
o Bisa menggunakan proprietary setting (nstream, Custom Frequency)

N
b
[
: P
e

,,f""f




e o » | Point to Point (Dual Nstream)

o Masing-masing titik menggunakan 2 buah antena dan 2 buah
wireless card

o Satu link untuk transmit dan satu link untuk receive.
o Mikrotik proprietary setting

h.
_____



e o o | Point to Multipoint

o 1 buah AP Mikrotik sebagai base station untuk
melayani CPE

r
- I
>



e o o | Point to Multipoint

o Antena bisa menggunakan Omnidirectional
atau sectoral. Jika client berada di satu area,
bisa menggunakan flat panel atau bahkan
directional antenna. Perhatikan besaran
bukaan antena.

o Gunakan standart 80211.b, supaya semua tipe
CPE bisa terkoneksi.



(WDS)

o WDS (Wireless
Distribution System) is the
best way how to
Interconnect many access
points and allow users to
move around without
getting disconnected from
network.

Wireless Distribution System



Wireless Distribution System
(WDS)

o Cover large areas and allow users to move
for large distances while still being on-line.
This system allows packets to pass from
one wireless AP (Access Point) to another,
just as if the APs were ports on a wired
Ethernet switch.

o APs must use the same standard (802.11a,
802.11b or 802.11g) and work on the same
frequencies in order to connect to each
other.




®0 Keamanan Wireless

o Hidden SSID

o Disable Default Authenticate
« MAC Address List

o WEP



Wireless Configuration

Certified Mikrotik Training Basic Class
Organized by: Citraweb Nusa Infomedia
(Mikrotik Certified Training Partner)



Wireless Menu

o Wireless Sub-Menu:

Nstreme-Dual - list of Dual-Nstreme Interface
Access-List - list of associations of clients
Registration - list of connected clients

Connect-List - list of rules, that determine to which AP
the station should connect to

Security-Profile — list of security functions to wireless
interfaces WEP and WPA/WPA2

Samin@ U020 E AL SE(FoUuter2) = Winsox w3 1 o HESUOHS (mipsie)

CPLE 5%
Wireless Tables m
@ Interfaces |Nstreme Dual  Access List  Registrstion  Connect List | Security Profiles
Tl Tl =l ] T
EXENEE=E [ Find_|
| |Name  [Type iTx ¢ Ry |MAC Address 4RP |Mode |Biand Fre.. 53D |+
s
! EJ-E _dwlant Wireless (Atheros ARS413) o oenc:azBaciEl  enabled station [aGHT 2180 MikroTik
iR @WlanE Mreless (.&therns .&R541 3) 22 2 kbps IZI bps 00: IIIC 42 1EI SC BS enabled s‘tatn:nn pseudnhrldge 2. 4GH2 EI."G 21 92 Mlkrn:nle

Mikrotik Indonesia http://www.mikrotik.co.id



Interface <wlan2>

Gengral WWireless WODS  Matreme | Status

foce:

Band:
Freguency:
S5IC:

Scan List:
Security Profile:

Antenna Mode:

Default AP Tx Rate:

Default Client Tx Rate:

[w| Defautt &uthenticate

| Ok |
i_statinn pseudobridye |_3' | cancel |
e =
|24GHZ-BIG =] | Apply |
2412 | | mHz | Disable |
R B
{MikraTik - | Comment |
|2400-2500 | o
:. T | Tarch |
|clefaut “ ;i
: o | Scan... |
i_ardenna a (]
| Freg. Usage. .. |
[ | ¥ bps | | Aligr... |
| |+ bps | Sniff... |
| Snooper... |

|| Compression

Rezet Configuration

Wireless Interface Menu

Advanced Mode

o

izahled

{running |

Mikrotik Indonesia http

connected to ess

Interface <wlan2>

General Wireless | Data Rates | Advanced WDS

flode:
Band:

Freguency:

Defaut AP Tx Rate:

Detault Client Tx Rate:

S50
Radio Matmne:
Scan List:

Security Profile:

Frequency kode:
Courtey:
Artenna Mode:

Artenna Gain:

DFE hode:
Proprietary Extensions:

Wyt Support:

[ x|
i_-S"t_E.ItiDI'I peeudobridge ||_3: | Cancel |
|2.4GHz-BIG [E2 | Apply |
2012 |3 | 1z | Disakle |
MikroTik |~ | i |
000C421B5C6A I
2 T | Tarch |
5_24IIIEI-ZSDEI | o
e tautt i[il | i |
— = | Frer. Usage... |
!_manual trpowver ||_;I | Aligr... |
E_no_c:u:uurrtry_set Ii_il | Sniff... |
Earrtenna A |[3_| | SNOoRET ... |
i.D |dEI | Feszet Configuration |
. =]
|nane !!1! | || Sitnple Maode ||
[post-2.9.25 =]

\dissbled 2
I | * bp=
I | - hps

—

| Default Authenticate

|| Compression

fan :
|disakled

://'www.mikrotik.co.id

!running |

!conneded toesz




® o o | Wireless Mode List

Interface <wlan2>

General VWireless |WDS Mstreme  Status | .. o

Mode: | station wds [E3 | Cancel |

o Wireless Mode :

. alignment-only
- ap-bridge [
. bridge

» nstreme-dual-slave e B
+ station Nt o =
» Station-wds o it Snosper...
. station-pseudobridge -

- station-pseudobridge-clone

| Tarch |

Security Profile; [wds slave

Reset Configuration

I : T . T
|dizabled \running [connected to ess

Mikrotik Indonesia http://www.mikrotik.co.id




Wireless Mode - 1

alignment-only - this mode is used for positioning
antennas (to get the best direction)

ap-bridge - the interface is operating as an Access
Point

bridge - the interface is operating as a bridge. This
mode acts like ap-bridge with the only difference
being it allows only one client

nstreme-dual-slave - the interface is used for
nstreme-dual mode

station - the interface is operating as a client

Mikrotik Indonesia http://www.mikrotik.co.id



Wireless Mode — 2

station-wds - the interface is working as a station, but
can communicate with a WDS peer

wds-slave - the interface is working as it would work in
ap-bridge mode, but it adapts to its WDS peer's
frequency if it is changed

station-pseudobridge - wireless station that can be put
In bridge

station-pseudobridge-clone - similar to the station-
pseudobridge, but the station will clone MAC address of
a particular device (set in the station-bridge-clone-mac
property), i.e. it will change itsown address to the one of
a different device

Mikrotik Indonesia http://www.mikrotik.co.id



® ¢ o | Wireless Configuration

o Basic Configuration :
» Point to Point
» Point to Multi Point
» Wireless Bridge
 Virtual AP

o Advance Configuration :
» Nstreme

« Dual Nstreme
« WDS

Mikrotik Indonesia http://www.mikrotik.co.id



®o Point to Point |

N
.“H"""'\-\-_\_\_ -

o AP Side
« Min Licence Level 3
» Set mode, ssid, band, frequency

» mode=bridge
. Can serve only 1 station

o Client Side
« Min Licence Level 3
» Set mode, ssid, band, scan-list
» mMode=station
- Make sure frequency is in scan-list

[ ﬁ__,_-_.—

Mikrotik Indonesia http://www.mikrotik.co.id



® e o | Point to Point (AP Side)

Interface <wlan2>

Gengral YWireless |WDS Matreme  Status | ..

o> Min Licence Level 3 g —
o Set mode, ssid, band, e ==

Security Profile: idefauﬂ [l
. Antenna Mode: i_gl_‘_rt_n_a_n_lj_ﬂ_a__ _iE!
o mode=bridge T
Default AP Tx Rate: | | * bps Align...
Sniff...

| |

| |

| |

T

.I:r e q u e n Cy Sean List: |2400-2500 - } —— I
| |

| |

| |

| |

|
|

°® Can Serve Only 1 Detault Client Tx Rate: | | » bps

[w| Defautt suthenticats

]
Statl O n ] Defauit Forward ‘ Reszet Configuration

SNOOpEr...

[/ Hidle SSID
[ | compression ‘ Advanced Mode
!-:ii.-:ai:ul-eri rLInning connected to ess
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Min Licence Level 3

Set mode, ssid, band,
scan-list

mode=station

Make sure frequency
IS In scan-list

Mikrotik Indonesia http

General  Viirelsss ‘WDS Matreme  Status | ..

Point to Point (Client Side)

Imterface <wlan2>

R
Mocle: | S ¥ | Cancel |
Band: |2 4GHz-BUG =y | Apply |
Frequency: i2412 |IGEMHI | Disable |
- . fi

SSI0: |MikroTik |- [ Comment |

Sean List: 2400-2500 |-
== | Torch |

Security Profile: |defaut (I 3]
" | Scan... |

Artenns Mode: |antenns & ” ¥ |
— g | Freq. Usage... |
Default AP Tx Rate: | ¥ bps | Align... |
Default Cliert Tx Rate: | | > hps | Sniff... |
V| Defautt Autherticate | Snooper. |

[v] Detautt Farweard
[ | Hide SSI0

[ | compression

| Reset Configuration

| Advanced Mode

dizabled {running

://'www.mikrotik.co.id

|connected ta es=



e oo | [LAB] Point to Point

o Add IP Address to both router on wlan
Interface

o Try to ping from winbox to another router

o The router is ready for routed traffic, but not
bridged. Wireless Station mode can't be
bridge! it can be bridged using another
mode in another chapter!

Mikrotik Indonesia http://www.mikrotik.co.id




Configuration Console-Terminal -
point-to-point

io Configuration AP Side
i . /interface wireless set wlan1 mode=bridge
frequency=2412 band=2.4ghz-b/g ssid= meja1

o Configuration Client Side

i« /interface wireless set wlan1 mode=station
band=2.4ghz-b/g scan-list=2400-2500
ssid=mejai
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® & © [ Monitoring Wireless Interface

o 10 Monitor the interface

-

=i admint@ 000 CAZOEALIS b roULer) =aVinB ox v 3 1o mHB5 0 0RS mipsie)
= || | CPL %
Interfaces Wireless Tables Ei
@ Interfaces | Mstreme Dual | Access List  Registration  Connect List | Security Profiles
Bricloye e i s = [ =i o
| e[l Fre
PFP T — — T r
Mame | Type T s Rx [MAC Address ARP |Mode Band Fre.. S50 ||
I
i |l et Wireless (Atheros ARSMT) | O00CA2ABSCE!  ensbled stetion  5GHz | 5180 MikraTik |
Routing F R dwlan2 Wireless (Atheros ARSI 222 khps Obps 00:0C4201B:5C:85  enshled  station pseudobridge 2 4GHz-BAG 2192 MikraTik

admin@00:0CAL0EAS AT (routers) = WinBox Va2 on RBS00R5 (MipsIe)| =

\v| Hide Passwords B

Wireless Tables

Interfaces Mstreme Dual  Access Listh, Pedistration  Connect List  Security Profiles

|
= iT - Reset
Fadin tame . MAC Sddres; Interface lldtime AP ,
» ] S 000C421 8. 00:0C: 420165055 welan2 021042 ves M 0.510 -13
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® & © [ Monitoring Wireless Interface

o 10 check connected client

able »
Interfaces  Matreme Fedistration #Connect List | Security Profiles
-7 Reset Find |
|Rack o | gt ' | i | |- |
| $pO00C4Z1E.. DO0C4TAFE~RS  wiland 047 yez  no 0.020 10 -
o) T LT = =T ] =
Detail Mode

Inline Comments

Shavy Columns | 3
Fird Ctrl+F
Finc Mesxt Cirl+is

Copy to Connect List

Ping Pilih client dan klik di sini untuk
hd i Pirngy

e mendaftarkan mac-address

MAC Telnet
Torch ”
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® & © [ Monitoring Wireless Interface

o To check registered client

= HdMIN@00;0C 32 0 AL A T roUTer 1) = WiNBOX V3,2 01 HBS00R5 (Ipsie) [l
| W) I i | Hide Passwords

Wireless Tables

Bridge || = | i |":] | &g Finct

PR = icnEl S A thentics -
IF 4B00:0C421B:5C:85 wian2 420120 yes o il
Fouting

“Used only when Default Authenticated disabled”

Mikrotik Indonesia http://www.mikrotik.co.id



® ¢ o | Client Management

adm @ DS UECALTH T routerd) =AVinB ox a3 Zion RBSUDRS A mp)

o Kita dapat E

rirfoces
m e | aku ka n Wireless Interfaces  Matreme Dual Access List | Registration Connect List | Security Profiles
pengaturan |y [w]xl [0 [ e

untuk setiap N e
klien dan hal ini

akan
mengabaikan
konfigurasi
global

Routing B | AP Access Rule <00:0C:42:1B:5C:85>
Paort=s

Inter face: |wlan2 || * | Cancel

MAC Adcress: | TIRUSEPRIERIORE

GueLes

Drivers

System Signal Strencth Range: |-12IJ..12III | Apply

Files
AP Tx Limit: | s Disakle

Log

Cliert Tx Limt: | | | Comment

ShkP

. Copy
Users [w] authentication

Radius [v| Farwarding Remove

el

- : Frivate Key: |none |r| Dx! |

e — |1

Mewy Terminal

Telnet Private Pre Shared Hey: | |

—w— Time
Password

Cetificates Idlﬂ-’ﬂhiiﬁ
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®o Point to Multi Point

o Mikrotik difungsikan sebagai access point.
Digunakan standart 80211b atau 80211b/g
sehingga semua client dapat terkoneksi.

Mikrotik Indonesia http://www.mikrotik.co.id



® ¢ o | Point to Multi Point - AP

Interface <wlan2>

General VWWireless ,WDS Metreme | Status | ..

Ok
n " | Ir | — |
o Membutuhkan lisensi ——
: Band: |2 4GHZ-BIG |l Spply
|eve| 4 | Frecuency: 2412 KL Disable
S2ID: |MikroTik [P —

| -

I
i
o Set mode=ap-bridge ==
|
i

Securty Profile: !defaurt
Scan... |

. . - Antenna Mode: iarrtenna ] |! ¥ !
o Konfigurasi lainnya s
Default AF Tx Rate: | | bps g
S a m a d e n g a n Default Cliert Tx Rate: | | > bps =
Snooper ...

[v| Defautt Autherticate

ko n f i g U raS i p O i n t'tO = | Defaut Forward | Reset Configuration

[ ] Hide SSID

[ ]
pO I n t [ | campression | Sevanced Made

3 i -
dizakled {running !u:onnected to ezs
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Dapat menggunakan - ——

Point to Multi Pomt — Statlon

Frequency: |2412 |_3_ tiHz

lisensi level 3

Set mOde, SSid, band, Sean List: |2400-2500

S Ca Nn- | I St Artenna Mode: |antern =

Default &P Tx Rate: |

Set mOde=Station Default Client T Rate: i

‘ Dizahble ‘
S0 (MikraTik [ ‘ T ‘
| A
= ‘ Torch ‘
Security Profile: |defaut =
‘ Scan ‘
[E2
3 ‘ Freq. Usag ‘
|  hps ‘ Align ‘
| | * bps ‘ Snift ‘
Tl ‘ Snooper ‘

Pastikan frekuensi yang
digunakan berada et
dalam rentang scan-list

‘ Fezet Configuration ‘

‘ Advance

o Mode ‘

Mikrotik Indonesia http://www.mikrotik.co.id
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Configuration Console-Terminal -
point-to-multipoint

io Configuration AP Side :
i .« /interface wireless set wlan1 mode=ap-bridge |
frequency=2412 band=2.4ghz-b/g ssid= meja1

o Configuration Client Side

i« /interface wireless set wlan1 mode=station
band=2.4ghz-b/g scan-list=2400-2500
ssid=mejai
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®e o Need Bridge AP? - Step 1

Hidle Fasswords B (G
Interfaces

\Wireless

Bridge X
IF:P . Ficlge I.Pn.k't@'.| Fiers Brfite NAT Ho General |STP Status Traffic
Bt i |Name i |Type e |
QLeLes MATL: | lm
Drivers MAC Address: | | [ Comment |
System y ARP: |enabled =]
Files il
- Admin. MAC Address: | v
Uzers
Radius
Toolz b
Meswn: Terminal = |
Triet 0 tems out of 5 cizabled
Pazsward
Cerificates
Make Supout rif
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®e o | Need Bridge AP? - Step 2

o rSet bridge for each interface

=’ 2dmMn@D i 0CEAEZOEALSSTHrouter )y =aWinB ox w3 . 2 o RBESOUR5{mpsie))
o o
— = T Tr—
Irterfaces Hew Bridge Port Hew Bridge Port E!
Wireless Fit = General |Status General |9tatus Ok
Bricige . o |_ : — —
S e L Irterface: !m_ Irterface: | % | Cancel
Interface = i =
5 | Bridige: || bridge1 | Bride: { bridge 2 Aty
RoLting ¥ Friority: ¢ Frigsie””| 50 |hex Disable
Port= . ,
Path Cast: |10 [ [ E=Emne
Queles =
S S C
T Hotizon; |__ M | |v opy
I L Femaove
mystem | [
¥ Edge: | auto Edge: |auto 2
Files ’ e ] r i
- Poirt To Peirt: |auto Point To Point: |auto 2]
o _ 3 =
T External FDB |auto External FDB: |auto (52
=sers
Fadius
Tool=
Mew Terminal
Telnet
T 0 items [dizablad |n:J:~3at:ueu:‘
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Configuration Console-Terminal —
Bridge-AP

» /interface bridge add name=bridge1
disabled=no

o Configuration bridged - AP

» /Interface bridge ports add interface=wlan
bridge=Dbridge1

» /interface bridge ports add interface=ether
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e e o |Virtual AP

o Virtual Access Point (VAP) interface is used
to have an additional AP.

o You can create a new AP with different ssid
and mac-address.

o It can be compared with a VLAN where the
ssid from VAP is the VLAN tag and the
hardware interface is the VLAN switch.
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e e o | Virtual AP Configuration
o Add Virtual Ap Interface

Wireless Tables

. 1 - o 1.5 B T q El lt = = P - N i |
Interfaces ‘ Accesz List  Registration Connect List  Security Profiles Uters) =WIinsoxva. L omRBES00RSImpsie) gE=1] E
+| Hi
- LA R | s = +| Hide Passwords W
iy
CEir'tuaIAP } L f'__JType |r-.-1TLI h&C _.:'?‘:.Eidress
w05 | Wireless (Ather... 1500 00.02.6F.43FB47 interface <wlan3> [
B erris oy ] Wireless (Ather... 1500 00:08:68.537.69.66 - Genaral VWireless DS  Status  Traffic oK
| : = . 1

Imertaces | Nstreme Dual Access List =l ik o T - Cancel
|P — Al r=r w——— | I_: i I

g v | 3 fﬂ; | Master Interface; wian2 |* Apply
Routing ¥ _| LS | ? : —_ e
Borts lﬁﬂﬂ : + |Type Security Profile; |defaul | * Disable

in Al
Gueues vdan Aifeless [Athe : Comitiant
Default &P Tx Rate: | * bps J
Drivers , 3 2
Default Client Tx Rate: | | ¥ bps Copy
Sysiem |
- Remove
Files v Default Autherticate ————
Log v Default Forward Tarch
__| Hige SSID

AE Advanced Mocle
Users
Radius
Tools :
My Terminsl irqi.- abled |

= |
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Configuration Console-Terminal —
VAP

o Configure interface wlan2

» /Interface wireless set wlan2 mode=ap- bndge
frequency=2462 band=2.4ghz-b/g :
disabled=no

» Make VAP Interface

» /Interface wireless add disabled=no
name=wlan3 master-interface=wlan2

o Configuration - VAP
i . /interface wireless set wlan3 ssid=MikroTik
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® e < | Wireless Bridge

o Mikrotik Station can not be bridged
o S07?

« We use EolP for AP and station
http://www.mikrotik.com/docs/ros/2.9/interface/eoip

» We Use WDS-station mode! (faster 10-20 %
than EOIP).

» We use station-pseudobridge
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® e o | [LAB] Wireless Bridge

o Make AP-Client Bridge Network using station-
pseudobridge mode

o After succesfull making a bridge wireless
connection, laptop A can ping laptop B

AP Station
othernet Wireless
i ethernet
< > <connection «
192.168.0.x/24 192.168.0.100+x/24 192.168.0.100+x/24 192.168.0.x/24

Mikrotik Indonesia http://www.mikrotik.co.id



® e @ | [LAB] Wireless Bridge — AP side

o AP Side using AP-Bridge

Mode

Mikrotik Indonesia http

Seneral Wireless \WDS | Nastreme Status | ok |
: ¥ | Cancel |
Band: | 2 4GHz-BIG =] | Spply |
I il =

| Frequency: 2412 !!ﬂMHz | Disahle |
SSID: |MikraTk |- | Em— |

Soan List: | 2400-2500 [~
; | Tarch |

Security Profile: !defauﬂ H *|
| C

Artenna Mode: | srtenna a |! ¥ !
— | Freg. Usage... |
Default AP Tx Rate: | ¥ bps | Align._. |
Default Client Tx Rste: | |- bpz | Sniff... |
v/ Default Autherticate | snosper. |

[v| Default Farward
|1 Hige SSID

|| Compression

Reset Configuration

Advanced Mode

disakled {

running

connected to ess

://'www.mikrotik.co.id



[LAB] Wireless Bridge — Client side

o Client Side: Set mode=
station-pseudobridge

Interface <wlan2>

General  Wireless |WDS hMstreme  Status

[ oo« ]
hdacle: istatiu:un peeudobridge |[$: | Cancel |
Band: |2 4GHz-BIG =] Apply |
Frecuency: !2412 i|ﬂ hiHz | Disable |
SSID: | MikroTik |- | Comment |
Sean List | 2400-2500 | &
: | Tarch |
Security Profile: | detaul | ¥
I' __'_'I | Scan... |
Antenna Mode: |antenna | + |
| Freq. Usage... |
Defautt AP Tx Rate: | ¥ bps | Align... |
Default Cliert Tx Rate: | v bps | | Sriff... |
V| Defautt Autherticate | snooper.. |

[v] Detault Farward
[ ] Hide S2I0

D Compression

Reset Configuration

Advanced Mode

| (B
clizabled

Mikrotik Indonesia http://www.mikrotik.co.id

irunning

I
|ccnnnected to ess




o0 [LAB] Wireless Bridge- Bridge Config

LIS UL U Lrdrn =it OULET) W INB DX 32101 SULRE (alpals) ==

Hide Passwords [ (2

Interfaces

Wireless

— X
PRP : e p— o .
: fidge |Ports | Fiters JBrfite MAT Ho General |STP Status  Traffic
IP I : :
[ |

Rauting r : 4 . T Matne: | Cancel

Ports Name ‘ Type Type | Apply

QUEUES MTL: | Dizable

Drivers :

MA&C address: | || [ comment
System » ARP: | enahled =]
: |enable ¥

Filez 1

Lo Admin. MAC Address: | |"’

Shhe

zers

Radius

Tools ¥

Mesy Terminal

1]

Aelnet 0 item= out of 5 dizabled

Password

Cettificates

hake Supout it
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[LAB] Wireless Bridge —
Bridge Ports Config

o Define and set the ports

.

= Sdmnz DD 0EIZ0EAS ST outer ) SWnBoxX s 2o HESUORS (rmipsie))
0 ||
— - : poa— ]
Irterfaces ~ New Bridge Port New Bridge Port E
Wireless it General |Status General |S‘tatus ok
Bricge _ — —
= - Intertace: || ethert Interface: |* Cancel
Interface > - , 3 |
B Bricige: | bricle Brrice: § bricge 3 Apply
Fowtinig ¥ Priority: [ - P iEiIII |hex Disable
FPortz . .
Path Cost: |10 i e
GUELES ==
Dirivers TR0 |.__ Harizon: | |v il
P 2 Remove
System | {
¥ Edoge: iqu' Edoe: |auto ||;|
Files : [ | ]
- Point Ta Point: |auto Paint Ta Point: |aLto 2]
oy : ; —=
e External FDB: |auto External FDB: |auto |*|
=ers
Fadius
Toals
Mew Terminal
Telnet
S e 0 items [dizabled |-:J:~3at:u|ec:'
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Other Setting

o Periodic Calibration > Set to default

to ensure performance of chipset over
temperature and environmental changes, the
software performs periodic calibration

Default Forward
To allow clients to communicate each other

Ack-Timeout

acknowledgement code timeout (transmission
acceptance timeout) in microseconds for
acknowledgement messages

See table at: http://www.mikrotik.com/docs/ros/2.9/interface/wireless

Mikrotik Indonesia http://www.mikrotik.co.id



Sc

an Tool

Scan <wlan2> (running)

!4 items

Find Start
i.ﬂ«ddress ¢ |SSID iEIand Freq... lSigna...iNDise...lSigna...iHadin hatne Routerd... i|vi =
ABR O0:0B:6B:37-69:B6 week2 24GHz-G 2412 -47 -39 52 O00BEBEYESRE 2950 oR
ABRR 00.0C 4218569 MikraTik 24GHz-G 2437 -46 -a8 o3 000c4MpBpaCea 3.2 Cloze
ABR 00:0C:4X+18:5C:81  MikroTik 24GHz-G 2427 -47 =100 53 000C4MBscEr 31
ABR O0:0C:4+1B:5C:85 MikroTik 24GHz-G 2422 -5 -39 94 oo0C4MBaCES 31 e
L=e Metwork

Mikrotik Indonesia http
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®e o (Snoop Tool

Snooper <wlan2> (running)

Metworks I Stations

| Find | Stop

Frequen.. / [Band  |Address [S5iD (Of Freg. (%) |Of Traf (%) |Banchwicth  |Met.. Stati || -]
G 2412 24CGHz.. DO0ZEF4337.C4 18P 0.4 0.4 0 bps 1
fi=01 R BRI B
G 2412 24CGHz.. 0D0BEE3T.63E6  week2 1.1 35.2 9.3 kbps 1

B 2412 24GHz.. 32 223 khps 2 2

2417 24GHz... 2.4 1584 kbps 0 0

) 2422 24GHz... 6.3 46 5 khps 1 1

Eﬂz... 2 40HT . OO0 ADAPrmnr v i pEamy T 5

) 2427 2.4CGHZ... Snooper <wlan2> (running)
G2 24GHz.. 00:0C:.

Metworks  Stations |

— Start
@ 2432 24GHz.. — :
@ 2437 24GHz... | e |
G2 24GHz.. 00:0C:. | Frequen... ¢ Address 531D \Signal |Of Freg. (%) |Of Traf. (%) |Banchwicth | Stati...| fad
€ 2442 246Hz.. ol 2412 OODBEBATEAEE week2 o A4 sSSN 85kbps 1
) 2447 24CHz... M i 2412 000BEE3TELEE  week2 a9 11 53.8 9.5 kbpz
) 2452 24GHz.. ) 2412 ODOZEF48:3T:C4 AP 0.0 0.0 Obps 1
i?‘%‘ 24537 24GHz... M i 2412 ODOZEF:48:37.C4 18P -9 00 00 0 bps
B 2482 24GHz... ] 2422 000C:421B:5C:85  MikroTik 10 £5.2 8.5 khps 1
P M i 2422 000C421B:5CES  MikroTik £ 10 £5.2 8.8 kbps
1] 2427 00O0C421E:5CET  MikroTik 05 340 47 kbps 1
M T 2427 000C42ABESCET  MikeoTik 47 05 3410 47 kbpz
511 2437 000C:421E:5C69  MikraTik 11 100.0 9.4 kbpz 1
M T 2437 00:0C:421E:5CET  MikraTik 45 1.1 100.0 9.4 kbpz
] 2462 00:16:CE:BT:34:09 41 00 oo 0 bp=
11 tems
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® e o [ Connect List

o You can allow or deny clients from connecting to
specific AP by using Connect list (popular for

Wd S ) Wireless Tables X

Interfaces Access List  Registration @ |Security Profiles
EI = |

#| |InterFace |MP.C Address v |SSID |Min. Sign...l.ﬁ.rea Prefix |Security |C|:unnect|

Mew Station Connect Rule
Interface: v K

MAC Address: |_| Cancel

¥ Connect apply

X|

551D |-| Dizable

Area Prefix: |_| Carnment

iz
Min. Signal Skrength: |_| L
R
Area Prefi: |-| SMEvE

Security Profile: II:IEFault j

el ek

|disabled

Mikrotik Indonesia http://www.mikrotik.co.id



® ¢ ¢ | Rate Jumping

5% of time .
80% of time

54Mbps 15% of time 48Mbps

36Mbps \

Recalibration Recalibration

o You can optimize link performance, by avoiding
rate jumps, in this case link will work more stable
at 36Mbps rate

-
e

"\ .
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o Supported rates —
client data rates

o Basic rates — link
management data
rates

o If router can't send or
receive data at basic
rate — link goes down

Mikrotik Indonesia http

Interface <wlan2 >

Wirelesd [ata Rates

—Rate
" default & configured

|.ﬁ.dvanced WDS | Mstreme ...

Basic and Supported Rates

]

Zancel

Apply

— Supported Rates B

W iitbps: ™ 2Mbps IV 5.5vbps W 11Mbps
— Supporked Rates &G
v &rMbps v ambps

W 1zMbps [V 18Mbps
W zambps W SEMI:ups('_ dambps [ S4Mbps >

Disahle

Cammenk

Scan...

— Basic Rates B

v 1mMbps [ zmbps [T s.5Mbps [ 11Mbps
— Basic Rakes &G
v &rMbps [~ ambps [T 1zmbps [ 18Mbps

[T zambps [~ 3sMbps [ 48mbps [ S4mbps

Freq. Usage...
Align...

aniff. ..

ey |
| sen. |

SNOopEr, ..

||:|isal:|leu:| |runninu;| running ap

://'www.mikrotik.co.id



Hotspot

Certified Mikrotik Training Basic Class
Organized by: Citraweb Nusa Infomedia
(Mikrotik Certified Training Partner)



HotSpot

Hotspot System digunakan untuk memberikan
layanan akses jaringan (Internet/Intranet) di Public
Area dengan media kabel maupun wireless.

Hotspot menggunakan Autentikasi untuk menjaga
Jaringan tetap dapat dijaga walaupun bersifat
public.

Proses Autentikasi menggunakan protocol
HTTP/HTTPS yang bisa dilakukan oleh semua
web-browser.

Hotspot System ini merupakan gabungan atau
Kombinasi dari beberapa fungsi dan fitur
RouterOS menjadi sebuah system yang sering
disebut 'Plug-n-Play' Access.




HotSpot Network - Example

|2 B

Internet / WAN

I

——

Wired Network

Hotspot Gateway | I

. Hotspot System bisa digunakan pada jaringan
Wireless maupun jaringan Kabel bahkan kombinasi

dari keduanya.
. Jaringan Hotspot bersifat Bridge Network




®e | How does it work ?

o User mencoba membuka
halaman web.

o Authentication Check
dilakukan oleh router
pada Hotspot System.

o Jika belum ter-
autentikasi, router akan
mengalihkan ke halaman
login.

o User memasukkan
informasi login.

login |anyuser

DASSW O e

CIK,



®e o How does it work ?

o Jika informasi login sudah
tepat, router akan :

o MengaUtentikaSi client di Welcome anyuser!
hotspot system. IP address: | 10.1.100.1
« Membuka halaman web bytes upfdown: | 23.1 KiB § 43.5 KiB
yang diminta sebelumnya. EeUEEs=R] |G
status refresh: | 1m
» Membuka popup halaman
status. log off

o User dapat menggunakan
akses jaringan.



e o » | HOtSpot features

o Autentikasi User
o Perhitungan
» Waktu akses
- Data dikirim atau diterima
o Limitasi Data
- Berdasarkan data rate (kecepatan akses)
» Berdasarkan jumlah data
o Limitasi Akses User berdasarkan waktu
o Support RADIUS
o Bypass!



e o o | HotSpot setup wizard

o RouterOS sudah menyediakan Wizard untuk
melakukan setup Hotspot System.

o Wizard ini berupa menu interaktif yang terdiri dari
beberapa pertanyaan mengenai parameter setting
hotspot.

o Wizard bisa dipanggil atau dieksekusi
menggunakan peritah “/ip hotspot setup’

o Jika anda mengalami kegagalan dalam konfigurasi
hotspot direkomendasikan reset kembali router dan
konfigurasi ulang dari awal.



e ¢ o | HotSpot Setup Wizarad

o Pada Langkah awal Tentukan interface mana
yang akan digunakan untuk menjalankan
Hotspot System:

hotspot interface: (ex: ether1,wlani,bridgei,viani)

o Tentukan Alamat IP untuk Interface Hotspot :
Local address of hotspot network: (ex: 10.5.50.1/24)

o Opsi Hotspot Network akan NAT atau Routing :

masquerade hotspot network: yes

o Tentukan IP-Pool untuk jaringan Hotspot :
address pool of hotspot network: 10.5.50.2-10.5.50.254

o Menggunaan SSL-certificate jika ingin
menggunakan Login-By HTTPS :

select certificate: none




e o o | HotSpot Setup Wizard

o Jika diperlukan SMTP server khusus untuk jaringan
hotspot bisa ditentukan, sehingga client tidak perlu
merubah konfigurasi SMTP server :

o address of smip server: 0.0.0.0 (ex: 159.148.147.194)

o Konfigurasi DNS server yang akan digunakan oleh user
Hotspot :
dns servers: 159.148.147.194,159.148.60.20

o Konfigurasi DNS-name dari router Hotspot, Hal ini
digunakan jika Router memiliki DNS-Name yang valid
(FQDN), Jika tidak ada biarkan kosong.

o Langkah terakhir dari wizard adalah pembuatan sebuah

user hotspot :

name of local hotspot user: usrox
password for the user: 12345



HotSpot Setup Wizard (Step 1)

cu o

S [ o ———————

Wireless . _ : _ = : _
Bridge Servers | Users | Active Hostz  IP Bindings  Service Portz %W alled Garden  Cookies

FPP e | = ||| 52 Profiles = Setup

= F}Iﬂddrésgeg ] |Interface_,i! \Addiess Pool | Profile \Addiesses .|
Forts Routes 41

Queves Fool _. X
Fifisers AR Select interface to run HotSpot on

Syztem F (=] = ’ HotSpot Interface: Ietheﬂ ;I
Files Firewall {.1"1

Log Socks ;'-

SHMP UPHE :

Users Trafic: Flow £angs!
Fadius Accounting

Toaols I* Services

Mew Terminal Facking

Telnet gighbiors
M5

CP Client

Password
Certificate
kake Supout.nif P Server

R outing b DHCF Relay

E =it ¢ Hotzpot




HotSpot Setup Wizard (Step 2-5

: Hotspot Setup |

Set HotSpot addresz for interface

Local Address of Metwork: |jI0g R Rt

v Masguerade Metwork

| Back || [ et || Cancel |

: Hotspokt Setup |

ot SSL certificate

Select Certificate:

none il I

import other certificate

Back || [l ext || Cancel |

)
: Hotspokt Setup |
Set pool for HotSpot addre
Address Fool of Hetwork: I'I 01.1001-10.1.100.4 &=
I'II:I.1.1EII:I.E-1EI.'I.'II:II:I.254 =
| Back || M emt | | Cancel




® ® @ | HotSpot setup wizard (step 5-8

s Hokspok Setup XI

Y
x
= = = : x| | Back || Mext | | Cancel
Setup DMS configuration
DMS Servers: [0.0.0.0 *
[o.0o0 %l
| Back || [ et | | Cancel | i
x|
]
x|
Create local HotS pot user | Back || M et | | Cancel
Marne of Local HotS pot Uzer: Ian_l,luser

Fazaward far the Lzer: Ian_l,lpassword

Back || [ ext || Cancel




HotSpot Server Profiles

IPzec

¢
Interfaces 8
Wwireless :riewe_ra Users {.‘-..:tive Hosts | IP Bindings | Ser
E;ige | | | ; Profiles 1 Setup
i
IP ﬁl‘-.cldresses! ll Erl m;:'lace |ﬁ$l:
Parts Routes
Queues 'l‘ Fool
Drivers \ BRF
Syztem \ I vRRP : Hotspot Server Profileg
Files \ Firevaall E
Lag \ Socks e |Name 2 |DN!
SNMP Ve @ defaul
Users \ Traffic Flo Sl
Radiuz \ Accounting
Tools Pl Services
Mew Terminal \ Packing
Telnet "(\Ieighl:uclrks i
Paszwiord hNS
Certificate D\-II:F' Clignt
Make Supaouk.rif Dt\qﬂ CErver
Raouting I* DIHF' Flela_l,l
Exit Hotspot

-

: Hotspot Server Profile <hsprofl =

CGeneral | Login | RADIUS
Mame: Ihsprcﬂ Canicel
Hotspat Address: v[10.1.100.5 Apply
DNS Name: [ | Cony
HTHL Directory: I j E—
Fate Limnit: I_I
HTTP Prosy: [~ |
HTTP Prowy Port; |_|
SMTP Server [ |
{ Hotspot Server Profile <hsprofl> ' x|
General '@ﬂDIUS ok
" —LoginBy Cancel
[~ MAC ¥ Cookie
¥ HTTPCHAP [ HTTPS Y
[ HTERRAR Cony
HTTP Cookie Lifetime: |3|:| 00:00:00 Remove

2

[T Split Uzer Diomain

S5L Certificate: Innne




® ¢ ¢ | HotSpot Server profiles

o Hotspot Server Profile digunakan untuk
menyimpan konfigurasi-konfigurasi umum
dari hotspot server. Profile ini digunakan
untuk grouping beberapa hotspot server
dalam satu router.

o Pada server profile terdapat konfigurasi yang
berpengaruh pada user hotspot seperti :

» Metode Autentikasi

o Ada 6 Metode autentikasi yang bisa
digunakan di Server-Profile.



e o o | Authentication I\/Iethod

: Hotspot Server Profile -=::h5|1l‘ff X

General  Login |FI.-'-‘-.DIL|5 0k,

_ LDQIHEP .......................... . Cancel

[ iMAC i Cookie

M HTTPCHAP [ HTTFS Al

W HTTP F&F W Trial —

HTTP Coaokie Lifetime: §=d 00:00:00 Remaove
S55L Certificate; |none |~

[ Split Uszer Domain

Tral Uptirne Lirnit: | 00: 30:00

Trnal Uptime Reset: |1d 00:00:00

Tral User Prafile: | default -

|
O 6 Metode autentikasi yang bebeda pada server profile.




® o Hotspot Authentication Methods

o HTTP PAP - metode autentikasi yang paling sederhana,
yaitu menampilkan halaman login dan mengirimkan info
login berupa plain text.

o HTTP-CHAP - metode standard yang mengintegrasikan
proses CHAP pada proses login.

o HTTPS — menggunakan Enkripsi Protocol SSL untuk
Autentikasi.

o HTTP Cookie - setelah user berhasil login data cookie akan
dikirimkan ke web-browser dan juga disimpan oleh router di
'Active HT TP cookie list' yang akan digunakan untuk
autentikasi login selanjutnya.

o MAC Address - metode ini akan mengautentikasi user
mulai dari user tersebut muncul di 'nost-list’, dan
menggunakan MAC address dari client sebagai username
dan password.

o Trial - User tidak memerlukan autentikasi pada periode
waktu yang sudah ditentukan.



e o o | HotSpot User Profiles

o Hotspot User Profile digunakan untuk menyimpan
konfigurasi-konfigurasi umum dari User-user
notspot. Profile ini digunakan untuk grouping
beberapa User.

o Pada User Profile, mampu melakukan assign pool-
Ip tertentu ke group user.

o Parameter Time-out juga bisa diaktifkan untuk
mencegah monopoli oleh salah satu user.

o Limitasi juga bisa ditentukan di UserProfile
- Data Rate (Kecepatan Akses)
» Session Time (Sesi Akses)




cu
Interfaces
Wireless 5 arve
EBridge &
HEE | =4
-0 Addresses ’
Farts \ Routes f
Dueues \ Pool ’
Drivers \ ARP }
System \ b | e |'
Files \ Firewall }
Log \ Socks ’
SHMP \ PP ’
Uszers \ Traffic: Flow I
Radius Accounting [
Tools I* l Services ’
Mew Termninal \F‘acking [
Telnet \Jeighbnrs [
Faszward a‘N 5 ,‘
Certificate D‘(I CF I:IierJI

kake Supout.rif

Raouting
Exit

HotSpot User Profiles

,{ [Jzers p:-.*.
®

] I! Prafiles j o0 F

Fi |Name - |."1".I:|[

admit

i Liotspot User Profiles

& =

|Name i |F!atf

i default

M amne

Addresz Pool

Sezzion Timeout:

Idle Timeout:

F.eepalive Timeout

Statuz Autarefrezh

Shared Uzers:

F ate Limit:

Inzorming Filker:

Clutgoing Filker:

Incoming Packet Mark:

Dutgoing Packet Marl:;

Open Statuz Page

ctive, Hosts  IP Bindings ! General |ﬁdvertise Scripts

OE.
Iuprnﬂ Cancel
I hs-pool-1 Apply
|'| Copy
IM vI - Remaove

v | 00 02: 0o

{00:01:00

1

l

! =]
! ]
! E
| ]
I ahways j

[T Transparent Prosy




e o » | HotSpot User

o Halaman dimana parameter username,
password dan profile dari user disimpan.

o Beberapa limitasi juga bisa ditentukan di
halaman user seperti uptime-limit dan bytes-
in/bytes-out. Jika limitasi sudah tercapai maka
user tersebut akan expired dan tidak dapat
digunakan lagi.

o |IP yang spesifik juga bisa ditentukan di halaman
ini sehingga user akan mendapat ip yang sama.

o User bisa dibatasi pada MAC-address tertentu.



K ||

Interfaces

wirelessz
Bridge
FPPF

Parts

Hueues
Drrivers
System

Files

Log

SHMP

Users

Radius

Tools

Mew Terminal
Telnet
Password
Certificate

b ke Supout, rif
Routing

E =it

HotSpot users

ctive Hosts  IF Bindings

Routes
Pool

ARP
YRRF
Firewall
Socks
UPHP
Traffic Flaw

Accounting

Semvices
Packing
gighbiors

IJLI | | | Profles || 00
S Hame I
r admir

i Mew Hotspot User |

Generall Limits ) Statistics

X

ok

Lirnit Uptirne: I_I

Cancel

Lirnit Bytes |n; |-|

Lirnit Extez Ouk: |_|

: New Hotspot User B

Apply

Dizable

00:00

| Limits  Statistics 0K,
Server: IaII j Cancel

M armne:; Ianyu&er Apply
Pazsward: Ian_l,lpasswnrd et
Address: |-| E

MAC Address: [ Copy
Frofile: Idefault j e

Routes: |-|

|dizabled




® ¢ | User Limitation

. u . : Hotspot User <hotspot =
O \II_VIBI‘.T(;L llj,lggrnéeart))z: as General  Limits | Statiztics 0k,
menggunakan akses e . Cancel
ke Hotspot Network. Gl . ppy
OLimit-bytes-in dan | “m&=fel Discble
Limit'byteS'OUt Comment
batas Jumlah trasfer Copy
data yang bisa —
dilakukan oleh user.
|dizabled




e o o | Bypass! - IP bindings

o One-to-one NAT bisa dikonfigurasi secara static
berdasarkan :

» Original IP Host
» Original MAC Address

o Bypass host terhadap Hotspot Authentication bisa
dilakukan menggunakan |IP-Bindings.

o Block Akses dari host tertentu (Berdasarkan
Original MAC-address atau Original IP-Address)
juga bisa dilakukan menggunakan IP-Bindings.




HotSpot IP bindings

e

Wirelezs

Interfaces

SEMNVENE | Users ~Achive - Hozts l: F Bindings iSewice Parts Wwalled Garden  Cookies

Bridge L:‘l::J =| ||| 22
il [wl IhAn A ddress |.ﬂ.d3ﬂs | To Address SEMVET

addresses r
P_r_ Foutes :
Hueues Fool f
Libvere ARP il
Spstem " wWRRP MAL dddress: |_| 0k
e i Address: |_| Cancel
Log Socks
SNMP —— / To Address: |_| Apply
Users Traffic: Flow : Server: I al = Disable
R adius Accaunting Tuope: I regular j Emmienh
Toaolz Services B
Mew Terminal Packing
Telnet Meighbars Al
Fazsward DMS |dizabled
Certificate HCF Cliett
I ake Supout rif CF Server
F outing I* CP Felay

Eit {J Entspnt 5

IPzec




e o o | Bypass - WalledGarden

o WalledGarden adalah sebuah system yang
memungkinkan untuk user yang belum terautentikasi
menggunakan (Bypass!) beberapa resource jaringan
tertentu tetapi tetap memerlukan autentikasi jika ingin
menggunakan resource yang lain.

o IP-WalledGarden hampir sama seperti
WalledGarden tetapi mampu melakukan bypass
terhadap resource yang lebih spesifik pada protocol
dan port tertentu.

o Biasanya digunakan untuk melakukan bypass
terhadap server local yang tidak memerlukan
autentikasi.



HTTP-level WalledGarden

i || Cu

Interfaces

R —

YWirelesz

E xit |t E!ntgput }

IPzec

Serverz Uzerz Actve Hostz [P Bindings  Service Ports alled Garden |Cockies
s O ENEE 1P List o
] Lrnticen |Sewer Method |Dst. Hm:y” |Dst. Fart
Addreszes y
Farts Routes
Hueues Paol
Dirirvers ARP
System [ VRRP
Filez Firesall
- Socks i Walled Garden Entry <= El
AR UPnP Action: & allow © deny 0K
Users Traffic Flaw
Radius Accounting Server | h L]
Tools Services Src. Address: | v Apply
MHew Terminal Packing b ethod: | & Disable
;:Zz:md Ezlihbm Dzt Haoztk: | - e
Cerlificate DHCF Clignt Ll il | v Copy
bake Supaut.rif HCP Server Path: | Remove
Foutng " BHCPReldy [disabled




IP-WalledGarden

¢
Interfaces - x|
Wireless Servers  Users Achive Hosts [P Bindngs  Service Faorts slled Garden § Cankies
Bridge +|[=| [t Cros D A
Bz L] Lo, Server / |Meth-:n:| |Dst. H,:,Ey’.f |D$t. Fort
IF ' Addrezzes
Parts \ Routes i Y alled Garden IP List il
Hueues Pool | :
_ )=] [«][s] =)
Lites i —1¢‘r |.-'1'-.|:ti|:|n |Sq€rer |F'r|:|t|:u:|:|| Dst. Host Dzt Address
Syztem I VRRP
File= Firevaall
Log socks i Walled Garden IP Entry <= |
SMMP LPnP Action: ™ accept ¢ diop O reject 0K
zers Traffic Flow C |
_ : Server: | anes
R adius Accounting op)
. PRy
ool b S Sro. Address: |
Mew Terminal acking / Dst. Address: | Dizable
Telnet eighbors Pratocal; | Comment
Password DS Dzt Part: | Copy
Certificate DHEF Client
_ Dt Host: |_| Remove
Make Supaouk.rif OH ErVEl
Ruouting " DHCPRelay |dizabled
E it

T

IPzec




® ® o | Advertisement

o Sama seperti yang digunakan pada fasilitas
WalledGarden, Advertisement juga menggunakan
ProxyEngine di Hotspot System untuk
menampilkan popup halaman web (iklan) di web-
browser para user yang sudah terautentikasi.

o Halaman Advertisement dimunculkan berdasarkan
periode waktu yang sudah ditentukan, dan akses
akan dihentikan jika pop-up halaman advertisement
diblock (pop-up blocker aktif), dan akan
disambungkan kembali jika halaman Advertisement
sudah dimunculkan.




e o o | Advertisement

o Jika sudah waktunya untuk memunculkan
advertisement, server akan memanggil halaman
status dan meriderect halaman status tersebut ke
halaman web iklan yang sudah ditentukan.

 Hotspot User Profile <default> x|
General Adverize |5|:ri|:|t3 0k
v Adverhize: Cancel
Adwvertize LIRL: |kHttp:/ Sensow citra. et id —
Apply
http: /s mikrotik. coid
_ Copy
Adwvertize Interval: {00:05:00 —
Remove
00:10:00 —
Advertize Timeout; |00:07:00 |




VPN Basic

Certified Mikrotik Training Basic Class
Organized by: Citraweb Nusa Infomedia
(Mikrotik Certified Training Partner)



e o » | VPN (Virtual Private Networks)

o Virtual Private Network (VPN) adalah sebuah jaringan
komputer dimana koneksi antar nodenya memanfaatkan
jaringan public (Internet / WAN) karena mungkin dalam
kondisi atau kasus tertentu tidak memungkinkan untuk
membangun infrastruktur jaringan sendiri.

o Interkoneksi antar node seperti memiliki jaringan yang
independen yang sebenarnya dibuatkan koneksi atau jalur
kKhusus melewati jaringan public.

o Pada implementasinya biasanya digunakan untuk membuat
komunikasi yang bersifat secure melalui jaringan Internet,
tetapi VPN tidak harus menggunakan standard keamanan
yang baku seperti Autentikasi dan enkripsi.

o Salah satu contohnya adalah Penggunaan VPN untuk akses
network dengan tingkat security yang tinggi di system
reservasi ticket.




oo o | \/PN Networks

o Virtual Private Network. Jaringan Data yang bersifat independen
yang memanfaatkan infrastruktur jaringan public.

F

/I@'




® o Point to Point Tunnel Protocol (PPTP)

o Penggunaan PPTP Tunnel:
e Koneksi antar router over Internet yang bersifat secure.
e Untuk menghubungkan jaringan local over WAN.

e Untuk digunakan sebagai mobile client atau remote client
yang ingin melakukan akses ke network local (Intranet)
sebuah perusahaan.

o Sebuah koneksi PPTP terdiri dari Server dan Client.

e Mikrotik RouterOS bisa berfungsi sebagai PPTP server
maupun PPTP Client atau gabungan dari keduanya.

o Koneksi PPTP menggunakan TCP port 1723 dan |IP
protocol 47/GRE.

o Fungsi PPTP clients sudah tersedia atau termasuk
dalam sebagian besar Sistem Operasi.



PPTP Client Configuration

IS Client

Interface List E
Interface | Ethernet EalP Tunnel P Tunnel  YLAM YRERP  Bonding
S — =i | e iTi Fing
EalP Tunnel 4 | Type |Tx |H:-: |Tx Pac... |H:-: Pac... | |~r|
IP Tunnel g:emz : Mew Interface : Mew Interface x|
Ermn
vLAN Effernet ‘m’ i ST -‘m' tatuz - Traffic 0k
YRR Bhetnet —
Bonding Hhernet Mame: |pptp-out]]  Server &ddress:f |0.0.0.0 Cancel
Bricge Bhernet Type: |PPTP out Apply
WPLS - Lzer
Max MTL: 1460 :
SEE Sy i Pazzword: |-| Disable
s Max MRL: [1450 _ :
PRTP Server Profile:f | defaul-encryption =] Commert
- PPTP Cliert > Copy
LT Sarver [ Add Default Route -
L2TP Cliert ~ Al il
CO%PR Server "2 pap v ch ap
CWPH Client v rzchapl v mzchap
PPPOE Serwver
PPPoE Client |dizabled [rurming  |dizabled [rurming |
=DM Server




ee o | PPTP Client Configuration

o Server Address — Parameter server PPTP
yang akan di dial

o User — Parameter username
o Password — Parameter password

o Profile — Parameter optional untuk
mengaktitkan enkripsi pada link pptp atau
tidak.



[LAB] PPTP Tunnels - Client

,,,,, ~10.10.20.100/24

.
PPTP tunnel - 10.10.10.100/24@

10.10.20.1/32
10.10.10.1/24 "

192.168.1.1/24

I \\
)
//

10.10.10.2/24

192.168.2.1/24I

192.168.1.2/24 192.168.2.2/24

Table 1 Table 2



ee o | [LAB] PPTP Tunnels - Client

Interface List E

Interface | Fthernet  EalP Tunnel 1P Tunnel  YLAM  WRRP  Bonding

=il el S T
Hew Interface

EolP Tunnel /| Type -

P Tunnel Ethernet General  Dial Out | Status!  Traffic Ik

:;2': g:::::tt Connect To m Cancel

Banding herme ., Apply

Ethernet User: || user

Bridge Ethernet }

VP Pazsvvord; || 3 Disahle

PPP Server Profile: |defaultt-encryption || ¥ Comment

PPP Cliert

PPTP Zerver || &dd Defautt Route CoRY
_;@ Remove

L2TP Server =6lSey

L2TP Cliert Pap chap Vel

CPR SEFVEr mzchagp mzchap

PR Client e

PPPoE Zerver

PPPoE Client
S0 Serwver
IS0 Client

clizakled




ee o | [LAB] PPTP Tunnels - Client

o Membuat PPTP-Client :

e “‘Username” dan “Password” disesuaikan dari
konfigurasi server.

e “Connect-to” adalah parameter Alamat |IP dari
PPTP-Server.

e “Add-Default-Route” adalah parameter jika akan
menggunakan koneksi PPTP sebagai gateway
utama.

: O Membuat PPTP-Client Interface :

*/interface pptp-client add name=pptp-out1
connect-to=10.10.10.100 user=user1 password=user1



ee o [PPTP Server Configuration

PPP X

Interface  PPPoE Servers Secrets  Profiles  Active Connections

s
L | = (B e s T ( PPTP s.awer

Mame /£ | Type Tx

PPTP Server

................................................ O
hee MATLE |1 460

Cancel

Mz MRELE | 1460
ARply

hRRLL bl

keepalive Timeout: |30 e

Default Profile) |profile-pptp || ¥

— Authentication
[1Z=]4] chap
mzchap machap2

0 tems out of &




e e o | PPTP Server Configuration

o Service PPTP server bisa diaktitkan pada
PPP configuration

o Default Profile digunakan untuk
menetukan group dan memberikan
konfigurasi dasar seperti ip address,
penggunaan enkripsi dan juga limitasi user

o Default Profile digunakan untuk user-user
yang tidak terdapat di database local router
contohnya jika autentikasi user
menggunakan RADIUS.



e o o |[[LAB] PPTP Tunnels - Server

o Buat Pool ip untuk network [ s o
PPTP terlebih dahulu
. Local Address: | 10.200.200.1 ||i|-h Aply

menggunakan perintah :

e “/Ip pool add name=pool-pptp e
ranges=10.200.200.2-10.200.200.254” e

o Buat PPP-Profile untuk r—n lI
network PPTP. |

Cancel

Remote Address: | Pool-pptp " ;| - Comment

| - Copy

Remowve

DhE Server: | |..,.
o Tentukan “Local-Address” e s
Sebagai IP yang akan —L'IIEECDmpressinn -~ -~

dipasang di server.
o Tentukan “Remote-Address”

—=e %'J Compression
% default Clpn O VES

— =& Encryption

menggunakan “pOOI'pptp” @ defautt © ro C yes © required
sebagai ip yang akan St O Oy

dibagikan ke client. |
T




e e o | [LAB] PPTP Tunnels - Server

Aktitkan PPTP server, pastikan menggunakan profile “profile-
pptp” yang sudah dibuat sebelumnya.

PPP ¥

Interface | PPPQE Servers  Secrets  Profiles  Active Connections

+"l" = "E::} {QE T N PPTP SE!I"'."E-'I’ :_.LT:-\. [ g | la-T'N'SEl"E-‘I’ F.Ind
Mame £ | Type Tx Fx Tx F'an:...l Fx Pac... -

PPTP Server

Enabled e

Wiz pATLE 1460
Cancel

Wz MRLE: [1460
Apply

MRERLL bt

Keepalive Timeout: |30 E S

|

Default Profile: § | profile-pptp

— Authentication
pap chap
mzchap machap2

0 item= out of 6




e e o | [LAB] PPTP Tunnels - Server

Buat User PPTP di “PPP-Secrets” pastikan menggunakan profile
“profile-pptp” supaya user mendapatkan ip sesuai pool yang ada.

PPF
Interface  PPPoE Serwe ru:nfiles Active Connec

gF )ﬂ- s i | FPPP'A
- Plame 4| Password Service Caller ID P
0 tems

Hew PPP Secret E3

Plarme: |user1 il
Cancel
Service: Apply
Caller I Disable
Profile: § gyl camment
Local Address: - Copry
Remote Address: - Remowve
FRoutes: w
Litmit Bytes In: -
Limit Bytes Out: -
ldisabled




oo o | PPP - Secret

o PPP — Secret adalah data user yang ada di
local database router, semua konfigurasi
user seperti username, password, alokasi
ip address, profile dan limitasi bisa
dilakukan di sini.

o Ada dua pilihan melakukan assign ip ke
user yaitu menggunakan setting di secret
(fix ip) atau menggunakan profile (pool ip).

o PPTP server juga bisa menggunakan
database user external yaitu menggunakan
RADIUS seperti UserManager atau
FreeRadius.




Firewall

Certified Mikrotik Training Basic Class
Organized by: Citraweb Nusa Infomedia
(Mikrotik Certified Training Partner)




o0 Firewall

o Firewall diposisikan antara jaringan lokal dan
jaringan publik, bertujuan melindungi komputer
dari serangan, dan secara efektif mengontrol
koneksi data menuju, dari, dan melalui router.

@ Workstation

i =1

Server

Firewall Internet




o0 Firewall

o Rules

o NAT (source-nat and destination-nat)
o Mangle

o Address List

o Layer 7 Protocol (baru di versi 3)

o Service Ports

o Connections
» For monitoring only



e o o [ Paket Data

o Setiap paket data memiliki asal (source)
dan tujuan (destination)

» Dari/ke host di luar router
» Local process (router itu sendiri)



e ¢ » [ Simple Packet Flow

e FORWARD _ _
| ROUTING |!| MANGLE | FILTER :
| DECISION | '| FORWARD FORWARD | |

PRE eSS i POST
r-—-----F FiO_U_T_"\_lQI - QUIP_UT_ _______ I |—————- WBQUILNQ.:
| |
|  QUEUE |, | FWLTER | ! | MANGLE |!
. | GLOBAL-IN | | |_OUTPUT |,  I'|POSTROUTING |
| A | | A I I
I I | | I v |
1 | I | I |
| | .| ROUTING |, QUEUE .
LR | ' |ADJUSTMENT| ! ' | GLOBAL-OUT | '
: A : I__________INEU_T_I | A l : l
I g Y I : : I v :
'l MANGLE |' || MANGLE | ‘| MANGLE | | |
| | | _
' | PREROUTING | ! ! INPUT . | outpur |, | SRGNAT
I 7'} P : : 7'} : ____________ =1
I ! v | [ | X
. | CONNECTION | | FILTER | ' | CONNECTION | ! HTB
| TRACKING | | INPUT | ' |__TRACKING | INTERFACE
| o o e e = A — - | o e e e - - - — _—d e = ——— A - -

INPUT LOCAL | ROUTING OUTPUT
INTERFACE PROCESS DECISION INTERFACE




e @ o | Posisi Chain / Parent

From To Mangle Firewall | Queue
Outside | Router/ Prerouting Global-In
Local Input Input Global-Total
Process
Router/ Outside | Output Output Global-Out
Local Postrouting Global-Total
Process
Interface
QOutside | Outside | Prerouting Global-In
Forward Forward | Global-Out
Postrouting Global-Total
Interface




eeo o | Use IP Firewall

o Jika kita mengaktifkan bridge, dan ingin
menggunakan firewall filter ataupun
mangle, kita harus mengaktifkan setting
use ip firewall

X Bridge
Bridge | Ports Fitters MAT Hosts
= =T Settings
Mame Type Tx
n| Bridge Settings @
vlilse IP Firewall .............. oK
Use IP Firewall For VLAN E—
Apply




e o o | Connection State

o Setiap paket data yang lewat memiliki status:

- Invalid — paket tidak dimiliki oleh koneksi apapun,
tidak berguna

« New — paket yang merupakan pembuka sebuah
koneksi/paket pertama dari sebuah koneksi

- Established — merupakan paket kelanjutan dari
paket dengan status new.

- Related — paket pembuka sebuah koneksi baru,
tetapi masih berhubungan dengan koneksi
sebelumnya.



e o o | Connection State

Firewall

]

v,
L]
L]
]
L]
.,
4,

B N e
-

New Established Related Invalid




e ¢ o | Implikasi Connection State

o Pada rule Firewall filter, pada baris paling atas
biasanya kita membuat rule :

- Connection state=invalid = drop
- Connection state=related - accept
« Connection state=established = accept

» Connection state=new - diproses ke rule
berikutnya

o Sistem rule seperti ini akan sangat menghemat
resources router, karena proses filtering hanya
dilakukan pada saat connection dimulai
(connection-state=new)



e o » | Mangle

o Mangle adalah cara untuk menandai paket-paket
data tertentu, dan kita akan menggunakan tanda
tersebut pada fitur lainnya, misalnya pada filter,
routing, NAT, ataupun queue.

o Pada mangle kita juga bisa melakukan
pengubahan beberapa parameter pada IP
Header, misalnya TOS (DSCP) dan TTL fields.

o Tanda mangle ini hanya bisa digunakan pada
router yang sama, dan tidak terbaca pada router

ainnya.

o Pembacaan rule mangle akan dilakukan dari atas

Ke bawah secara berurutan.




e o » [ Mangle on Winbox

== Firewall

Filter Bules  Filter Chains  Source NAT - Destination AT Mangle |F"|:|rt3 Connectians

= B =] 32 00 Reset Counters
|.f1'-.|:ti|:|r'| |5rn:. Address |Ir'|. Inter...let. Address |F'r|:|t|:|...|FI|:|w M... |Conne... |B_I,Ites |F"an::kets |
s INDORADIO
4 pass.. J02E5112267.. Al 0.0.0.0/0 tcp conrein.. 375030... 307428
o accept 0.0.0.0/0 all 0.0.0.0/0 all flow-irn... 101116, 1E73186
& pazs.. 20265120144, EthB2. 0.0.0.0/0 licmp mediat... 152406.. 2313093
o accept 0.0.0.0/0 all 0.0.0.0/0 all mediat... 537455,  BE4E4M
21 Intergat
# | of accept 212165175.0/. |EthB2.. | 0.0.0.0/0 all intersat... 0 0
8 Rule Added for ANGEASA UPLINE Metwark, /77
o accept 202.169.236.0/.. Eth-B2. 0.0.0.0/0 all 0 0
=== UDPWSM DVE ===
4 pazz.. 0.0.0.0/0 Eth-C5... 0.0.0.0/0 udp udp-ws.. B13068... 26136052
o accept 0.0.0.0/0 all 0.0.0.0/0 all udp-wz... JE3646... 35526212
si===DPF BTMNACccess DVE ===
4 pazs.. 0.0.0.0/0 Eth-BT... 0.0.0.0/0 udp udp-bt.. 2542582 13087585
o accept 0.0.0.0/0 all 0.0.0.040 all udp-bt... 117039, 21754573
sl
# | of accept| 202162.32.0/20 | 4l 0.0.0.0/0 all jix-dowr 0 0
# | «f accept 202.95.156.0/22 | 4l 0.0.0.0/0 all fix-dowr 0 0
# | f accept| 202169.224.0/... | 4l 0.0.0.0/0 all fix-dowr 0 0
# | «f accept| 202153912004 | Al 0.0.0.0/0 all fix-dowi 0 0
# | o accept 202.69.103.0/27 | Al 0.0.0.0/0 all fix-dowr 0 0
# | «f accept| 202174.136.0/... | 4l 0.0.0.0/0 all fix-dowr 0 0



e ¢ » | Chain pada mangle

—) — o
Prerouting yes yes no
Input yes no no
Forward no yes no
Output no no yes
Postrouting no yes yes




e e o | Type of Mark

o Packet Mark
« Penandaan untuk setiap paket data

o Gonnection Mark
« Penandaan untuk koneksi

o Route Mark
« Penandaan paket khusus untuk routing

Pada saat yang bersamaan, setiap paket data hanya bisa
memiliki 1 conn-mark, 1 packet-mark, dan 1 route-mark



e o o | Connection Mark

o Adalah fitur mangle untuk menandai suatu
koneksi (berlaku baik untuk request, maupun
untuk response) sebagai satu kesatuan

o Untuk jaringan dengan src-nat atau kalau kita mau
melakukan marking berdasarkan protokol tcp,
disarankan untuk melakukan mark-connection
terlebih dahulu, baru membuat mark-packet atau
mark-routing berdasarkan conn-mark nya

o Mark-connection cukup dibuat pada saat proses
request saja.



e o » | Passthrough

o Passthrough=no

» berarti jika parameter sesuai, maka baris mangle
berikutnya tidak lagi dibaca

- value mangle sudah final, tidak diubah lagi
o Passthrough=yes

- akan tetap membaca baris mangle berikutnya

- value mangle bisa diubah lagi di baris berikutnya
o Biasanya pada :

« mark-connection, passthrough = yes

« mark-packet, passthrough=no



e o o [ [LAB-1] Mangle dgn SRC-NAT

o Uplink traffic

» add src-address=192.168.0.2/32
action=mark-packet chain=prerouting
new-packet-mark=mark-uplink

o Downlink traffic

» add dst-address=192.168.0.2/32
action=mark-packet chain=prerouting
new-packet-mark=mark-downlink

o NOT WORK for downlink traffic!



e o o | Mangle dengan SRC NAT

o Karena urutan proses NAT dan mangle,
maka kita harus menggunakan conn-mark
jika kita ingin membuat mangle untuk
menandal proses uplink dan downlink IP
tertentu.



Mark-Conn & Mark-Packet

-

# | Firewall [

Filter Rules NAT Mangle | Service Pots Connections  Address Lists  Layer? Protocols

e =l | T Reset Counters || 00 Reset All Counters all *
H Action Chain Src. Address |l In. Interfface  |(Connecti... | New Packet Mark | Passthrough |Mew Connectio...| ™
0 # mark connection prerouting 192.168.1.1  etherl conn-p 1
_______ 1 # mark packet prerouting etherl conndpl  mark-uplink no
P & mark packet prerouting wian conndpl  man-downlink no
1
Jitems




X Firewall Filters

o Adalah cara untuk memfilter paket,
dilakukan untuk meningkatkan keamanan
jaringan, dan mengatur flow data dari, ke
client, ataupun router

o Pembacaan rule filter dilakukan dari atas ke
bawah secara berurutan. Jika melewati rule
yang kriterianya sesuai akan dilakukan
action yang ditentukan, jika tidak sesuali,
akan dianalisa ke baris selanjutnya.



e o o | Chain pada Filter
I T >
Preroutin = = =
9 implemented | implemented | implemented
Input yes no no
Forward no yes no
Output no no yes
Postroutin = = =
9 implemented | implemented | implemented




e o o | Action Filter (1)

o accept — paket diterima dan tidak melanjutkan
membaca baris berikutnya

o drop — menolak paket secara diam-diam (tidak
mengirimkan pesan penolakan ICMP)

o reject — menolak paket dan mengirimkan pesan
penolakan ICMP

o tarpit — menolak, tetapi tetap menjaga TCP
connections yang masuk (membalas dengan
SYN/ACK untuk paket TCP SYN yang masuk)

o log — menambahkan informasi paket data ke log



e e o | Firewall Tactics (1)

Drop all unneeded, accept everything else

Input
DROP virus
DROP spam server
DROP virus
DROP
DROP
DROP
DROP
DROP
DROP
DROP
ACCEPT ALL

OO NN |W[IN | =

—t | —h
- | O




Firewall Tactics (2)

Accept only needed, drop everything else

Input
ACCEPT HTTP
ACCEPT POP3
ACCEPT SMTP
ACCEPT IM
ACCEPT IRC
ACCEPT FTP
ACCEPT SSH
ACCEPT TELNET
ACCEPT .....
ACCEPT .....
DROP THE OTHER

OO N[N |WIN | =

—t | —h
- | O




Filter Rules

= admin@00:0C:42:18:5C:C1 (MikroTik) - WinBox v3.2 on RES00RS (mipsle)

Intefaces I B Firewall
Wireless
Bridge

O I Addresses
Routing " Routes
Ports Pool
Queues ARF
Drivers @
System I Socks
Files UPnP
Log Traffic Flow
SNMP Accourting
|Users Services

Fiter Rules) NAT Mangle  Service

= [ o

hain Src.

-

# | Mew Firewall Rule

General | Advanced BEdra Action Statistics

Chain: |forward

Src. Address:
Dist. Address:

P2P:

In. Interface:

¥

O, i

EX

OK

Cancel

Apply

Dizable

Comment

Copy

Remove

Reset Counters

Reset Al Counters




RouterOS v3 Services

PORT | PROTOCOL DESCRIPTION
1 20 tcp FTP
2 21 tcp FTP
3 22 tcp SSH, SFTP
4 23 tcp Telnet
5 53 tcp DNS
6 80 tcp HTTP
7 179 tcp BGP
8 443 tcp SHTTP (Hotspot)
9 646 tcp LDP (MPLS)
10 1080 tcp SoCKS (Hotspot)
11 1723 tcp PPTP
12 1968 tcp MME
13 2000 tcp Bandwidth Server
14 | 2210 tcp Dude Server
15 | 2211 tcp Dude Server
16 2828 tcp uPnP
17 | 3128 tcp Web Proxy
18 | 8291 tcp Winbox
19 | 8728 tcp API
20 A ICMP
21 /2 IGMP (Multicast)
22 /4 IPIP

PORT | PROTOCOL DESCRIPTION
23 53 udp DNS
24 123 udp NTP
25 161 udp SNMP
26 500 udp IPSec
27 520 udp RIP
28 521 udp RIP
29 646 udp LDP (MPLS)
30 1698 udp RSVP (MPLS)
31 1699 udp RSVP (MPLS)
32 1701 udp L2TP
33 1812 udp User-Manager
34 1813 udp User-Manager
35 1900 udp uPnP
36 1966 udp MME
37 5678 udp Neighbor Discovery
38 /46 RSVP (MPLS)
39 147 PPRP, EolP
40 /50 IPSec
41 /51 IPSec
42 /89 OSPF
43 /103 PIM (Multicast)
44 /112 VRRP




o Blo

o Blo
me

o Blo

[LAB-2] Simple Blocking

K semua invalid connection ke router

K
d

K

Koneksi winbox ke router yang masuk
ui interface public (wlan)

Koneksi ke website:

» Playboy - 216.163.137.3
« Penthouse - 64.124.57.235



e o o | Blok Invalid Connection

’ B New Firewall Rule == 1 % | New Firewall Rule (3] ﬁ

< General anced Bdra  Action  Statistics | oK | General  Advanced ic:s | oK |

o Trou [ s | # /[ cocs |

Src. Address: % | Apply | | Apply |

fedtini V| oDsable | | Disatle |

Protocol: - | Comment | | Comment |

| Coy | | Coy |

| Remove | | Remove |

| Reset Counters | | Reset Counters |

P2P: Y | | Reset Al Counters | | Reset Al Counters |
In. Interface: -
Out. Interface: -
Packet Mark: -
Connection Mark: -
Routting Mark: -
Connection Type: -
<Znnnec1inn State: inualid) 7| a




Blok Koneksi Winbox ke Router
dari interface publik (wlan)

s

B New Firewall Rule 53 |

General | Advanced Bxdra  Action  Statistics | 0K |

Chain: |input ¥ | Cancel |

Src. Address: b | Lpphy |

Dst. Address: b | Dissble |

Protocal: G ftcp) ¥ | a | Commert |

Src. Port: - | Copy |

Dat. Port: 8291 Y | Remaove |

Any. Port: o | Reset Counters |

P2F: a | Reset Al Courters |
In. Irterface: wlan ¥ | A
Out. Interface: hd
Packet Mark: i
Connection Mark: b
Routing Mark: -
Connection Type: -
Connection State: b

"

| Mew Firewall Rule

General Advanced Bdra

Action | Statistics

=S

oK

Action: |{s[gs

¥

[
(1]
o

Cancel

Apply

Copy

Remove

Reset Counters

Comment |
Reset All Counters |




]
e ¢ » | Blok Nude Site
# | Mew Firewall Rule == " B.| Mew Firewall Rule =k
General | Advanced Edra Action Statistics | 0K | General  Advanced Bdra Action | Statistics | 0K |
Chain: |forward ¥ | Cancel | Action: |drop ¥ | Cancel |
Src. Address: A | Apphy | | Apply |
Dst. Address: 216.163.137.3 - | Disable | | Disable |
Protocal: - | Comment | | Commerit |
Src. Port: v | Copy | | Copy |
Dst. Port: [ |- | Remaove | | Remaove |
Ary. Port: o~ | Reset Courters | | Reset Counters |
Fap: i | Reset Al Courters | | Reset All Counters |
In. Irterface: b
Out. Interface: hd
Packet Mark: i
Connection Mark: b
Routing Mark: -
Connection Type: hd
Connection State: b




eeo | |P Address List

o Kita dapat melakukan [ 51 Firewall
pengelompokan |P Address Fiter Rules NAT Mangle Service Ports Connections Address Lists
dengan Address List =

o Address List (seperti halnya T E——
mangle) bisa dijadikan .
parameter dalam pembuatan Address: [1234 =
filter, queue, mangle, NAT, dll. Aoply

o Dengan Filter dan Mangle, kita =
bisa secara otomatis CC;
memasukkan IP Address —
tertentu ke dalam address list
dan juga menentukan jangka
waktu expire nya. Ditems




e o o | [LAB-3] IP Address List

o Buatlah Mangle yang secara otomatis akan
memasukkan src-address mesin yang
melakukan ping ke router dan secara
otomatis dan setelah 15 detik secara
otomatis menghapus IP tersebut dari
address-list.

o Pada Filter, buatlah sebuah filter yang
melakukan blok terhadap koneksi dari IP
Address yang berada dalam address-list.



Memasukkan ke Address-List

r

B.] Mew Firewall Rule

General
Chain:

Src. Address:

Dst. Address:

Protocal:

B
In. Interface:

Out. Interface:

Packet Mark:
Connection Mark:

Routing Mark:

Connection Type:

Connection State:

input

1 (icmp)

+|

Advanced Bdra Action Statistics

¥

-

0K

Cancel

Apply

Copy

Remove

Reset Counters

Reset All Counters

e

| Firewall Rule <>

General  Advanced Bdra Action | Statistics
Action: |add src to address list *
Address List: |doingping *

Timeout: |00:00:15

1]
[51]

]

oK

Cancel

Apply

Copy

Remove

Reset Counters

| Comment
| Reset All Counters




i
. Fiter Bules  MAT Mangle Service Ports  Connections  Address Lists
4 (=]

M ame Addrezs
@ auto-blok. 0.0.00
B @ doing-ping  192.168.0.4
B @ doing-ping 2026511218

E:"-.,WINHT"-.,srsI:En132"-.,cn1d.e:-:e - ping 192,

C:sDocuments and Settings*walens>ping 172.168.0.1808
Pinging 192.168.08.188 with 32 bytes of data:

192.168 . A.18H8: bytes=32 time{1Bms TTL=64
192.168 .8.188: hytes=32 time<1Bms TTL=64
192.168 . 8.188: bytes=32 time<{1Bms TTL=64
192.168.8.188: bytes=32 time{1Bms TTL=64

Ping statistics for 192.168.A.104:

Packet=z: Sent = 4, Recedived = 4, Lost = 8 (8% loss),.
Approximate round trip times in milli—=seconds:

Hinimum = Bms,. Haximum = Bms. Average = Bms

C:sDocuments and Settingsswvalens:
C:sDocuments and Settings*wvalens>ping 172.168.0.1688

Pinging 192.168.08.188 with 32 bytes of data:

Reply from 192.168.8.188: bhytes=32 time<l1@m=z TTL=64
Reply from 172.168_A.188: bhytesz=32 time<18ms TTL=64




= m

Blok IP di Address-List

r

B Firewall Rule <>

General | Advanced Bdra  Action  Statistics

Chain: |input
Src. Address:
Dst. Address:

Protocal:

P 0o
-~ P

ot P

ol

P2P:
In. Interface:

Out. Interface:

Packet Mark:
Connection Mark:

Routing Mar:

Connection Type:

Connection State:

rhe
ol | L

*

T

ra

B| New Firewall Rule =
General Advanced |Edra MAction Statistics 0K
Src. Address List: doing-ping * Cancel
Dst. Address List: hd Apphy
Layer7 Protocol: - Dizable
Comment
Content: N
i . Copy
_onnection Bytes —
Src. MAL Address: hd
Reset Counters
b E Reset All Counters
In. Bridoe Port: >
5| New Firewall Rule 2
General Advanced BEdra Action | Statistics oK
Action: |drop * Cancel
Apply
Disable
Commerit
Copy
Remove
Reset Counters




e o o | [LAB-4] Proteksi Mac Address

o Buatlah Firewall Filter untuk memproteksi
sehingga mac-address tertentu hanya bisa
menggunakan IP Address tertentu, dan
juga sebaliknya.

» Lakukan Accept pada Filter untuk setiap

pasangan |IP Address dan Mac Address
pada in/out-interface tertentu.

- Pada baris paling akhir, blok koneksi
lainnya.



Filter untuk Setiap IP dan Mac

o

& Firewall Rule <192.168.1.2> [ B Firewall Rule <192.168.1.2> % | Mew Firewall Rule
Gereral | Advanced Bdra Action Statistics General Advanced |Bdra Action Statistics General Advanced Bxdtra Action | Statistics
Chain: |forward - Src. Address List: - Action: |Elmezs ¥
Src. Address: 192.168.1.2 . Dst Address List: -
Dst. Address: hd
Layer? Protocal: -
ek : Cortent: -
= _onnection Bytes
- " | | Sre. MAC Address: [ 1[AABBCC.DD.EEFF {-—
P2P- v = Ot ge Port: -
In. Interface: etherl |k ?Bridge Fort: -
Out. Interface: wian A N . — -
Packet Mark: v DSCP (TOS: -
Connection Marl: - TCP MS5
Routing Mark: & Packet Size: -
Random: -
Cornection Type: hd
Connection State: - ¥ TCF Flags
IPv4 Options: -
»— |CMP Options




Blok Trafik Lainnya

B Firewall Rule <192168.1.2> ¥ | New Firewall Rule

General | Advanced Edra | Action  Statistics General  Advanced Bdra Action | Statistics

Chain: |forward * pction: |- | ¥
Src. Address: ( - »
Dist. Address: -
Protocol: -

P2 j -

In. Interface: etherl

LJAE |

Out. Interface: wlan1

T _| o Buatlah rule berikut ini
Connection Mark: - pada akhir rUIe untUK

o e - memblok koneksi
I .| lainnya




e Network Address Translation
(NAT)

o NAT digunakan untuk melakukan
pengubahan baik src-address ataupun dst-
address.

o Setelah paket data pertama dari sebuah
koneksi terkena NAT, maka paket
berikutnya pada koneksi tersebut juga akan
terkena NAT.

o NAT akan diproses terurut mulai baris
paling atas hingga ke bawah.



AHOML3AN 31VAIHd

Firewall NAT

OUTGOING

INCOMING

OUTGOING

NAT ROUTER

INCOMING

AHOML3N JI19Nnd

The NAT router translates traffic coming into

and leaving the private network




e o o | Firewall NAT

= admin@00:0C:42:18:5C:C1 (MikroTik) - WinBox v3.2 on RBES00R5 (mipsle)

Interfaces i L] F p
Firewall
Wireless 5| NAT Rule <> @
Fitter Rul anyg . o
Bridge General | Advanced Extra Action Statistics 0K
- ® O
FPP ~ Chain: |srcnat ¥ Cancel
D M Action | Chail
: Addresses |l mas... srcnd Src. Address: - Apphy
Routing Routes
Dist. Address: - }
Ports Paool Disable
(ueues ARFP Protocol: - Comment
Drrivers B - Copy
r'-.
ke i Dst. Port: Remove
Files UPnP
Log Traffic Fow L s Reset Counters
SNMP Accourting In. Interface: ¥ Reset All Counters
Users Services Out. Interface: wian ¥ oA
Radius Packing
Facket Mar: -
Tools I Meighbors
Mew Teminal DNS Connection Mark: -
Telnet Web Prosy Routing Marl: -
Passward DHCF Client m (1 selected) .
Certficates DHCP Server Connection Type: -




® ¢ ¢ | grc-nat and masqguerade

o Untuk menyembunyikan IP Address lokal dan
menggantikannya dengan IP Address publik yang
sudah terpasang pada router

o Src-nat

- Kita bisa memilih IP Address publik yang digunakan
untuk menggantikan.

o masquerade

« Secara otomatis akan menggunakan IP Address
pada interface publik.

- Digunakan untuk mempermudah instalasi dan bila
IP Address publik pada interface publik
menggunakan IP Address yang dinamik (misalnya
DHCP, PPTP atau EolP)



o0 dst-nat and redirect

o Untuk melakukan penggantian IP Address
tujuan, atau mengarahkan koneksi ke
localhost.

o dst-nat

« Kita bisa mengganti IP Address dan port
tujuan dari seuatu koneksi.

o redirect

» Untuk mengalihkan koneksi yang tadinya
melwati router, dan dialihkan menuju ke
loclhost



e o o | [LAB-5] dst-nat & local proxy

o Aktifkanlah service web-proxy pada router
Anda.

o Lakukanlah pengalihan koneksi secara
transparan sehingga semua koneksi HTTP
akan melalui web proxy pada router.



e ¢ » | Mengaktitkan Web-Proxy

= admin@00:0C:42:18:5C:C1 (MikroTik) - WinBox v3.2 on RE500R5 (mipsle)

Interfaces B Web Proxy

Wirel
HirEEss Access | Cache Direct  Connections

Bridge
L = | T Reset Counters Reset All Counters Web Proxy Settings
e

‘ D I _,'-\;j::.lresses S Lo b o 5| Web Proxy Settings
Routing " Routes General | Status | Lookups | Insers
i Pool V| Enabled
Queues ARP Src. Address:
Drivers Firewvall Bort-
System I Socks
Files UPnP Parent Praoxy: -
e Traffic Flow Parent Proxy Port: -
SHMP Accourting
Users Cemiices Cache Drive: |system ¥
Radius Packing Cache Administrator: |webmaster rs
Tools " Neighbors Max. Cache Size: |none ¥ | KiE
MNew Teminal niALs Cache On Disk
::ijd Max. Client Connections: |&00
Cerlificates DHCP Server Max. Server Connections: |600
Male Supout rf DHCP Relay Mz Fresh Time: |3d 00:00:00
Manual Hotspot Serialize Connections
Exit IFasc: Always From Cache
Cache Hit DSCP (TOS5): |4
running




Redirect TCP-80

B NAT Rule <80> 5| Mew MAT Rule (5]
General | Advanced BEdra  Action Statistics Gereral  Advanced BEdra Aclion | Statistics QK
Chain: |dstnat ¥ Action: |redirect * Cancel
Src. Address: hd To Ports: (3128 Apply
Dist. Address: - Disable
Protocal: & ftcp) ¥ | Comment
Src. Port: - Copy
Dst. Port: g0 FY Remove
Any. Port: = Reset Counters
In. Interface: etherl ¥ | A Reset Al Counters
Out. Interface: b
Packet Mark: hd
Connection Mark: -
Routing Mark: -
Connection Type: b




®o0 | ast Issue

o Firewall Filter hanya melakukan filter pada
komunikasi layer 3, dan tidak memfilter
layer 2, seperti komunikasi mac-winbox dan
mac-telnet.

o Untuk interface yang berhadapan dengan
public, seperti pada internet exchange, atau
public DHCP, matikanlah fitur mac-server
pada interface tersebut.



Mematikan Fitur Mac-Server

Radius

Tools

MNew Teminal
Telnet
Password
Certificates
Make Supout Af
Manual

Exit

Fing
Traceroute
Bandwidth Test
BTest Server
Traftic Monitor
Packet Sniffer
Torch

MALC Server
(Graphing
Email

IP Scan

Ping Speed
Flood Fing
Netwatch

B | MAC Server @
Telnet Interfaces | WinBox Interfaces  Active Sessions
L JIE IR 215 4R MALC Ping Server
Interfface -
all

1 item (1 selected)

oy




Daftar Protokol dan
Port yang Sebaiknya
Ditutup

Karena Virus, Spyware, dll



e o » | Block Bogus IP Address

o add chain=forward src-address=0.0.0.0/8
action=drop

o add chain=forward dst-address=0.0.0.0/8
action=drop

o add chain=forward src-address=127.0.0.0/8
action=drop

o add chain=forward dst-address=127.0.0.0/8
action=drop

o add chain=forward src-address=224.0.0.0/3
action=drop

o add chain=forward dst-address=224.0.0.0/3
action=drop



® o o | Separate Protocol into Chains

o add chain=forward protocol=tcp
action=jump jump-target=tcp

o add chain=forward protocol=udp
action=jump jump-target=udp

o add chain=forward protocol=icmp
action=jump jump-target=icmp



e o » | Blocking UDP Packet

> add chain=udp protocol=udp dst-port=69
action=drop comment="deny TFTP"

o add chain=udp protocol=udp dst-port=111
action=drop comment="deny PRC portmapper*

o add chain=udp protocol=udp dst-port=135
action=drop comment="deny PRC portmapper”

o add chain=udp protocol=udp dst-port=137-139
action=drop comment="deny NBT*

o add chain=udp protocol=udp dst-port=2049
action=drop comment="deny NFS"

o add chain=udp protocol=udp dst-port=3133
action=drop comment="deny BackOriffice"



Only needed icmp codes in
icmp chain

add chain=icmp protocol=icmp icmp-options=0:0 action=accept
comment="drop Invalid connections"

add chain=icmp protocol=icmp icmp-options=3:0 action=accept
comment="allow established connections"

add chain=icmp protocol=icmp icmp-options=3:1 action=accept
comment="allow already established connections"

add chain=icmp protocol=icmp icmp-options=4:0 action=accept
comment="allow source quench"

add chain=icmp protocol=icmp icmp-options=8:0 action=accept
comment="allow echo request"

add chain=icmp protocol=icmp icmp-options=11:0 action=accept
comment="allow time exceed"

add chain=icmp protocol=icmp icmp-options=12:0 action=accept
comment="allow parameter bad"

add chain=icmp action=drop comment="deny all other types"




Deny Some TCP Ports

add chain=tcp protocol=tcp dst-port=69 action=drop comment="deny TFTP"

add chain=tcp protocol=tcp dst-port=111 action=drop comment="deny RPC
portmapper"

add chain=tcp protocol=tcp dst-port=135 action=drop comment="deny RPC
portmapper"

ﬁldBdTghainﬂcp protocol=tcp dst-port=137-139 action=drop comment="deny

add chain=tcp protocol=tcp dst-port=445 action=drop comment="deny cifs"
add chain=tcp protocol=tcp dst-port=2049 action=drop comment="deny NFS"

add chain=tcp protocol=tcp dst-port=12345-12346 action=drop
comment="deny NetBus"

ﬁddBchain=tcp protocol=tcp dst-port=20034 action=drop comment="deny
etBus"

add chain=tcp protocol=tcp dst-port=3133 action=drop comment="deny
BackOirriffice"

%?_'dcclgginﬂcp protocol=tcp dst-port=67-68 action=drop comment="deny




Virus and Worms (1)

Worm tcp dst-port=135-139
Messenger Worm udp dst-port=135-139
Blaster Worm tcp dst-port=445
Blaster Worm udp dst-port=445
Virus tcp dst-port=593

Virus tcp dst-port=1024-1030
MyDoom tcp dst-port=1080
Virus tcp dst-port=1214

ndm requester tcp dst-port=1363
ndm server tcp dst-pori=1364
screen cast tcp dst-port=1368
hromgrafx tcp dst-port=1373
cichlid tcp dst-port=1377

Worm tcp dst-port=1433-1434
Bagle Virus tcp dst-port=2745

0O 0O 0O 0o O 0O 0O 0O 0O 0O 0o o o o o



Virus and Worms (2)

Dumaru.Y tcp dst-port=2283

Beagle tcp dst-port=2535
Beagle.C-K tcp dst-port=2745
MyDoom tcp dst-port=3127-3128
Backdoor OptixPro tcp dst-port=3410
Worm tcp dst-port=4444

Worm udp dst-port=4444

Sasser tcp dst-port=5554

Beagle.B tcp dst-port=8866
Dabber.A-B tcp dst-port=9898
Dumaru.Y tcp dst-port=10000
MyDoom.B tcp dst-port=10080
NetBus tcp dst-port=12345

Kuang2 tcp dst-port=17300
SubSeven tcp dst-port=27374
PhatBot, Gaobot tcp dst-port=65506

O O 0O 0O 0O 0O 0O 0O o o o o o o o o

Mikrotik Indonesia http://www.mikrotik.co.id



Quality of Service

Certified Mikrotik Training Basic Class
Organized by: Citraweb Nusa Infomedia
(Mikrotik Certified Training Partner)



e o » | Quality of Service

o QoS tidak selalu berarti pembatasan bandwidth

o Adalah cara yang digunakan untuk mengatur
penggunaan bandwidth yang ada secara rasional.

o Qos bisa digunakan juga untuk mengatur prioritas
berdasarkan parameter yang diberikan,
menghindari terjadinya trafik yang memonopoli
seluruh bandwidth yang tersedia.



e o » | Quality of Service

o Kita tidak dapat melakukan pembatasan trafik
yang masuk ke suatu interface.

o Satu-satunya cara untuk mengontrol adalah
dengan buffering (menahan sementara), atau
kalau melampaui limit buffer, akan dilakukan drop
pada paket tersebut.

o Pada TCP, paket yang didrop akan dikirimkan
ulang sehingga tidak ada kehilangan paket data.

o Cara termudah melakukan queue di RouterOS
adalah menggunakan simple queue.



e o o [ Simple Queue

o Dengan simple queue, kita dapat
melakukan:

» Melimit tx-rate client (upload)
» Melimit rx-rate client (download)
« Melimit tx+rx-rate client (akumulasi)




Simple Queue Menu

i New Simple Queue

General |.-'1'-.|:|van|:ed Statiztics | Traffic . Taotal  Taotal Statistics

B

ak.

M ame: Cahicel

Target Address: | = Apply
¥ Target Upload v Target Download Dizable

bl 2 Lirniit: l. bits/s Copy
4~ Burst Remove

Burst Lirnit: | I "I bitz/z
Burst Threshald: l. I "’I bitz/z

Burst Time: |0 1] 5

| 4

—a— Time

Tirne: |00:00:00 -{1d 00:00:00
W aun W mon Witue W owed Wthu W i v zat

|dizabled |




Simple Queue Advance Menu

i MNew Simple Queue il
General Advanced |5tati3tin:3 Traffic  Taotal  Tatal Statistics 0K
PP d Cancel
Facket kark: — Appl |
Dst. Address: | — Interface adalah port di mana
L == client terkoneksi ke router
Interface: |al /_:’ | Con
Target Upload T arget Download Remowve
Limit &t bits/s
Cueue Type: | default-zmall | Idefault-small j
Farent: |none j
Priarity: |8
|dizabled




e o » [ Simple Queue - Test

w. MikroTik Bandwidth Test 2.1b o ] S

Monitor the result ikroTik Products: -
° Mo o Mikro

using bandwidth - Wireless Routers likk ™

- Wireless Access Points wiwrw. mikredik.com

appl icatio n L] Tester ||j Sewerl g F'referenu:esl = Helpl

— General — Direction
Address; |192.168.0.100 € Trarsmit

r .
Pratocal: ITEF' vI - :E?ege -
* | Bith directions
Size: |15EIEI butes
—Speed
Diuration: Iunlimited zeconds Local tH:IEEE IKI:.pg j

— Authentication Remate by |255 I k.bps j
zer name: |V~3|EHS

Pazzward: I’“‘“""“"" Start Shop
— Statuz: running, direction; client <---» server
— GGraphs
Tranzmit;
v Current
[T Total avg,
W
M T cum 7004 kbps IF;C-IE?j;VQ.
BT 105 891 kbps ¥ Curent
MR cur 33.9 kbps [T Taotal avg,
[l Rx 108 59.23 kbps ¥ 10z ava.




e o o | [LAB] Simple Queue 1

o Make a simple queue for your laptop
» Downstream : 128 kbps
« Upstream : 64 kbps

o Try Using Time

o Try Using Interface and P2P



e o o [ Staged Limitation

o Pada RouterOS, dikenal 2 buah limit:

« CIR (Committed Information Rate)

. dalam keadaan terburuk, client akan
mendapatkan bandwidth sesuai dengan
“limit-at” (dengan asumsi bandwidth yang
tersedia cukup untuk CIR semua client)

- MIR (Maximal Information Rate)

. jika masih ada bandwidth yang tersisa setelah
semua client mencapai “limit-at”, maka client
bisa mendapatkan bandwidth tambahan hingga
“max-limit”



e o o | Burst

o Burst adalah salah satu cara menjalankan QoS

o Burst memungkinkan penggunaan data-rate yang
melebihi max-limit untuk periode waktu tertentu

o Jika data rate lebih kecil dari burst-threshold,
burst dapat dilakukan hingga data-rate mencapai
burst-limit

o Setiap detik, router mengkalkulasi data rate rata-
rata pada suatu kelas queue untuk periode waktu
terakhir sesuai dengan burst-time

o Burst time tidak sama dengan waktu yang
diijinkan untuk melakukan burst.



e o » [ Contoh Burst (1)

o Limit-at=128kbps, max-limit=256kbps, burst-time=8,
burst-threshold=192kbps, burst-limit=512kbps.

Actual Rate

Rate(kbps)

512 Burst-limit
Average Rate
384
256 Max-limit
192 Burst-Threshold
| I [ I [ I O O I I A
0 5 10 15 20  time(s)



Contoh Burst (1)

Pada awalnya, data rate rata-rata dalam 8 detik terakhir
adalah 0 kbps. Karena data rate rata-rata ini lebih kecil dari
burst-threshold, maka burst dapat dilakukan.

Setelah 1 detik, data rate rata-rata adalah
(0+0+0+0+0+0+0+512)/8=64kbps, masih lebih kecil dari
burst-threshold. Burst dapat dilakukan.

Demikian pula untuk detik kedua, data rate rata-rata adalah
(0+0+0+0+0+0+512+512)/8=128kbps.

Setelah 3 detik, tibalah pada saat di mana data rate rata-rata
lebih besar dari burst-threshold. Burst tidak dapat lagi
dilakukan, dan data rate turun menjadi max-limit (256kbps).



e ¢ o | Contoh Burst (2)

Mbps,
____________________ EUI’_St:'ImIt
4 ——
x-limit
3 _____________ - em mm =

Burst End of
allowed Burst

Burst-threshold

I A I n N ey
5 10 15 20
T
Burst-time




e oo | [LAB] Simple Queue 2

o Make a simple queue for your laptop
« Downstream limit-at=128k, max-limit=256k
« Upstream limit-at=64k, max-limit=128k
o Try Using Limit-At and Burst
» Burst-limit=1M
« Burst-threshold=512K
» Burst-time=30s



Graphic from Simple Queue

™ valensi@1492.168.0.100 {NAT-Lokal) - WinBox »2.9.8

Dengan simple queue,
kita bisa membuat grafik
penggunaan per client.

. allow-address

IP address yang dapat
melihat grafik tersebut

. allow-target
memperbolehkan IP
Address yang tercantum

Interfaces
i Graphing I pd

[ueue Graphs Interface' ez | |nterface Rulez  Resource Rules
E”E‘ Settings

|E!ueue i |.~'l'l.llow Address |Stu:ure On... |.-’-'«II|:|w Target|

valens-test 00000 uES ues
i Queue Graphing Rule <unkno x|
Simple Queue: Ivalens-test j Ok
Allow Address: [0.0.00/0

v Stare on Disk

v &llow T arget

Wwireless
Bridge

IF F

Farts

(Hueues

Dirivers

Systam i3
Files

Log

SHMP

pada target untuk melihat " ping
. Mew Terminal MALC Ping

g I’afl k Telnet Traceroute
Paszword B andwidth Test
Certificate BTest Server
Make Supout. rif Traffic: Maonitar
REGIE] Packet Sniffer
ISOM Channels Tarch
Rauting I MAC Server




e o o [ Graphic from Simple Queue

EEMikrutik Router ->= NAT-Lokal - > Queue Traffic Graphing -1 -0 x|

File Edit Yew Go Bookmarks Tools Help

<,1:| . |-_'Lj~, . @ !:I .5. @ I._. hittp:fi19 "’| © & I@v

[ | Toko F Donasi | | Mikeobk-IND | | Mikeotik | | Fotografer et B KikBCA

Queue Statistics

E}Mikrntik Router - = NAT-Lokal - > Graphing - Mozilla Firefox

File Edit YWew &Go Bookmarks Tools Help

G-y - &) & @ [ L1 hiep:f152.168.0. 100jgraphs/
| Taka Fr Donasi | | Mikrotik-IND | | Mikeobk | | Fotagrafer.met BE] KlikBCA Source-address: 192.168.0.4/32

. Destination-address: 0.0.0.0/0

Traffic and system resource graphing | i fimt 9600 Kb/64.00 Kb (Total undirmited)
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e o o [ Prinsip Dasar Queue

o Queuing disciplines mengatur bagaimana
paket data menunggu giliran untuk disalurkan
ke interface, atau jika melebihi akan di drop.

o Interface Queue bekerja pada interface yang
meninggalkan router

o Hanya boleh ada satu macam queuing

discipline yang digunakan pada suatu
interface.



e ¢ » [ Queue Disciplines

o Queuing disciplines dapat dibedakan
menjadi 2:
» Scheduler queues

- Mengatur packet flow, sesuai dengan jumlah
paket data yang “menunggu di antrian”, dan
bukan melimit kecepatan data rate.

» Shaper queues
- Mengontrol kecepatan date rate.
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e e o | Scheduler

Mbps 4
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e o o | Queue Kinds

o Scheduler queues:
« BFIFO (Bytes First-In First-Out)

» PFIFO (Packets First-In First-Out)

« RED (Random Early Detect)

» SFQ (Stochastic Fairness Queuing)
o Shaper queues:

« PCQ (Per Connection Queue)

» HTB (Hierarchical Token Bucket)

o You can configure queue properties in “/queue
type”



e o o | Queue Kinds

o Kita dapat mengatur tipe queue pada
“/queue type”

x
Simple Queuss  Inteface Queues  Queus Tree  [ueue Tupes |
| =
! New Queue Type |
Type Mame ¢ | Find c | .
cweb-webdy-dawn prq Erera | Settings Ok,
cweb-webdy-up pcq _
defaul pfifo R 7-c e Cancel
default-zmall plifo Kind: | ofi
: ihd: | pfifo - Appl
gthernet-default pfifa . J e
bfifo

hiotzpat-default zfg C
pog-kantor pco Ry
spnchronous-default red [EEE
warnet-down-poq pcq
warnet-up-pcg pcq
wireless-default zfq




e oo [ FIFO (First In First Out)

o PFIFO dan BFIFO keduanya menggunakan
algoritma FIFO, dengan buffer yang kecil.

o FIFO tidak mengubah urutan paket data, hanya
menahan dan menyalurkan bila sudah
memungkinkan.

o Jika buffer penuh maka paket data akan di drop

o FIFO baik digunakan bila jalur data tidak
congested

o Parameter pfifo-limit dan bfifo-limit menentukan
jumlah data yang bisa diantrikan di buffer



i Mew Queue Type El

oo |Skema FIFO  oms vom :

Queus Size: I'IEI packetz Cancel
Apply
Copy
Eemoyve
/
Paket disalurkan
Elow 1 sesuai yang datang
duluan ke
Fow2 [N [N —_— —T1 interface
Fow3 N NN —
Flow 4 —
N
Jika penuh
akan di drop



RED (Random Early Detect)

RED tidak melimit kecepatan, tetapi bila buffer sudah penuh,
maka secara tidak langsung akan menyeimbangkan data rate
setiap user.

Saat ukuran queue rata-rata mencapai min-threshold, RED
secara random akan memilih paket data untuk di drop

Saat ukuran queue rata-rata mencapai max-threshold, paket
data akan di drop

Jika ukuran queue sebenarnya (bukan rata-ratanya) jauh lebih
besar dari red-max-threshold, maka semua paket yang
melebihi red-limit akan didrop.

RED digunakan jika kita memiliki trafik yang congested.
Sangat sesuai untuk trafik TCP, tetapi kurang baik digunakan
untuk trafik UDP.



e oo | Skema RED

Flow 1 —

Fow2 1IN I —
Fows N RN —

Flow 4 —

i Mew Queue Type El

General 55ttiﬂ93| ak.
Hueue Size: |60 packetz Cancel
tin Threzhald: (10 packets Apply
tax Threshold: |50 packetz
Copy
Burst: |20 packetz Earmave
ke
interface

I N —

Secara random
akan di drop



SFQ (Stochastic Fairness
Queuing)

o SFQ sama sekali tidak dapat melimit trafik. Fungsi
utamanya adalah menyeimbangkan flow trafik jika
link telah benar-benar penuh.

o Dapat digunakan untuk TCP maupun UDP.

o SI;Q menggunakan metoda hasing dan round
robin.

o Total SFQ queue terdiri dari 128 paket.

o Algoritma hasing dapat membagi trafik menjadi
1024 sub queue, dan jika terdapat lebinh maka
akan dilewati.

o Algoritma round robin akan melakukan queue
ulang sejumlah bandwidth (allot) dari setiap
queue.
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PCQ (Per Connection Queue)

PCQ dibuat sebagai penyempurnaan SFQ.
PCQ tidak membatasi jumlah sub-queue

PCQ membutuhkan memori yang cukup besar



¢ ¢ o | Setting PCQ =

General 5&ttingg| =
Rate: [0 Cancel
Lirnit; |50 Apply
Tatal Lirmak; | 2000
Copy
— Clagzifier
™ Sre. Address [ Dst Address Fiemaove
[ Sre. Port [~ Dst. Port

o PCQ akan membuat sub-queue, berdasarkan
parameter pcq-classifier, yaitu: src-adadress,
dst-address, src-port, dst-port

o Dimungkinkan untuk membatasi maksimal data
rate untuk setiap sub-queue (pcqg-rate) dan
jumlah paket data (pcq-limit)

o Total ukuran queue pada PCQ tidak bisa
melebihi jumlah paket sesuai pcqg-total-limit



e e o | Skema PCQ

pcg-clasifier
src-address

Flow 1

Flow?2 [N [N

Flow 3 I N

Flow 4

RN

/

Algoritma
Round

sub-queue Robin

!

SRC-ADDRESS=10.0.0.2

B —

SRC-ADDRESS=10.0.0.3

|

SRC-ADDRESS=10.0.0.4

SRC-ADDRESS=10.0.0.5

SRC-ADDRESS=10.0.0.6

PR

SRC-ADDRESS=10.0.0.7

P

SRC-ADDRESS=10.0.0.1 [\
[

ke
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ee o | PCQ in Action (1)

o Pcqg-rate=128000

2 ‘users’ 4 ‘users’ 7 ‘users’
N\

73K
73K
73k
73k
73k
73k
73k

128k

queue=pcqg-down
max-limit=512k

128k

128k




e oo [ PCQ in Action (2)

o Pcqg-rate=0

queue=pcqg-down
max-limit=512k

1 ‘user’

512k

2 ‘users’

7 ‘users’

N

256k

73K

73K

73k

256k

73k

73k

73k

73k




HTB (Hierarchical Token
Bucket)

o HTB adalah classful queuing discipline yang
dapat digunakan untuk mengaplikasikan
handling yang berbeda untuk beberapa jenis
trafik.

o Secara umum, kita hanya dapat membuat 1 tipe
queue untuk setiap interface. Namun dengan
HTB di RouterOS, kita dapat mengaplikasikan
properti yang berbeda-beda.

o HTB dapat melakukan prioritas untuk grup yang
berbeda.



e o o | Skema Hirarki pada HTB
LevelO Leveld Level2
POP3
e

-
Flow 1 - ke
Fow? N N - interface
Flow 3 [ N I
Flow 4 -




eoo | Skema HTB

Level 1 |nner

Feed
Slots

Self
Slots
Level N
Leafl Leaf2
priority 7 priority 8

Qdiscs dengan paket

N\ Filter /




e oo | HTB States

o hijau
- Posisi di mana data-rate lebih kecil dari limit-at.
- Nilai limit-at pada kelas tersebut akan dilihat terlebih dahulu daripada
parent classnya.
- Contoh, sebuah class memiliki limit-at 512k, dan parent-nya memiliki
ngétl;at 128k. Maka class tersebut akan selalu mendapatkan data-rate
o kuning
- Posisi di mana data-rate lebih besar dari limit-at, namun lebih kecil dari
max-limit.
- Diijinkan atau tidaknya penambahan trafik bergantung pada :

posisi parent, jika prioritas class sama dengan parentnya dan parentnya
dalam posisi kuning
posisi class itu sendiri, jika parent sudah berstatus kuning.

o merah
« Posisi di mana data-rate sudah melebihi max-limit.
. Tidak dapat lagi meminjam dari parentnya.
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[LAB]Simple Queue with
SRC-NAT & Internal Proxy

: ! / \ I
! Direct Upstream @
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__________




e o » [ Web-Proxy Setup

> ip web-proxy pr enabled: yes
src-address: 0.0.0.0
port: 3128
hostname: "proxy"
transparent-proxy: yes
parent-proxy: 0.0.0.0:0
cache-administrator: "webmaster"
max-object-size: 4096KiB
cache-drive: system
max-cache-size: none
max-ram-cache-size: unlimited
status: running
reserved-for-cache: OKiB
reserved-for-ram-cache: 154624KiB



e o o | Firewall Setup

o [admin@instaler] ip firewall nat> pr
Flags: X - disabled, | - invalid, D - dynamic

0 chain=srcnat out-interface=public
src-address=192.168.x.0/24
action=masquerade

1 chain=dstnat in-interface=Ilan src-
address=192.168.1.0/24 protocol=tcp
dst-port=80 action=redirect to-ports=3128



e o o [ Queue Setup

Simple-Queue Setup :
name="queue-notebook"
target-addresses=192.168.x.2/32
interface=all

parent=none

direction=both
gueue=default-small/default-small



[LAB]Simple-Queue Traffic

® 0 .
Internasional dan |IX

GATEWAY
INTERNET

GATEWAY: 202.0.0.1

MIKROTIK
ROUTER

CLIENT: 192.168.0.2-254/24




ee o | |P Address lokal - IIX

o Bisa didownload dari :
http://www.mikrotik.co.id/download.php

o Upload file nice.rsc dan lakukan |mport

E)Mlkrutlk Indonesia - Download Area - Mozilla Firefox ] 10| x|

File Edit Wew Go Bookmarks Tools  Help

{:j - |'_lr;> - %I ':I @ & I‘:‘:‘n‘:“ itk fenaney, mikrotil, co.id/download. php j @ (1) I@,

| | KikBCa Individual Fotografer.net Fr-Donasi | | MikroTik.com %= Mikrotik.co.id | | Fr-toko

L0 B R L = L=

YTE105My17MYIA.Zip (6,89 MByte)

Script

Script IP Address NICE

Script untul mengimport IP Address di router NICE ke Address-List NICE di
Router2s, i generate pada 1 February 2007 13:47:12 WIB .., 1320 lines,
Tinggal upload dengan ftp ke router dengan nama nice.rsc, lalu ketil
perintabh "fimmport nice.rsc”, Script ini otormatis akan menghapus data yvang
sudah ada, dan mengenerate data vang baru,

nice.rsc (54,46 KByte)

£l Find: I @) Find Mext &) Find Brevious  [=] Highlight all T~ Match case

| Done i




o0 Nice.rsc

# Script untuk mengenerate |IP Address di Router NICE
# Script by www.mikrotik.co.id
# Generated at 1 February 2007 13:47:12 WIB ... 1390 lines

/ip firewall address-list

rem [find list=nice]

add list=nice address="61.94.0.0/16"
add list=nice address="125.160.0.0/16"
add list=nice address="125.161.0.0/16"
add list=nice address="125.162.0.0/16"
add list=nice address="125.163.0.0/16"
add list=nice address="125.164.0.0/16"
add list=nice address="222.124.0.0/16"
add list=nice address="61.5.0.0/17"
add list=nice address="202.158.0.0/17"
add list=nice address="61.14.0.0/18"



Address-List on

Winbox

| Firewall x|
Filter Fules | MAT | Mangle  Service Ports | Connections  Address Lists |
EIEiE e =
|Name £ |.-’-'-.u:|n:|ress |v

@ nice B1.94.0016 -

@ nice 125.160.0.016

@ nice 125.161.0.016

@ nice 125.162.0.016

@ nice 125.163.0.016

@ nice 125.164.0.016

@ nice 222124.0016

@ nice £1.5.0.017

@ nice 202158.0017

@ nice £1.14.0013

@ nice 125.208.123.018

@ nice 152.118.0018

@ nice 152118.64.0M18

@ nice 152.118.128.018

@ nice 152118192018

@ nice 202152.0018

@ nice 203130192018

@ nice 206182192018

@ nice 207 209192018

@ nice 210.210.128.018

@ nice 221132192018

@ nice 124.195.0.0149

@ nice 141.103.224.0119

@ nice 202471920119

@ nice 20251.192.0119

@ nice 202.136.64.0119

@ nice 202146.224.0119

@ nice 202147.224.0M119

@ nice 202149.123.0M119

@ nice 202.159.64.0M119

@ nice 202169320119

@ nice 202171.0.0M19

@ nice 203.99.96.0119

@ nice 209.93.224.0M119

@ nice B1.8.64.0/20

@ nice 122.200.0.0/20

@ nice 124.81.00/20

@ nice 124.81.16.0/20

@ nice 124.81.48.0/20

@ nice 124.81.64.0/20

@ nirA 124 81 20 NN




¢ ¢ » | Pengaturan Mangle

[admin@MikroTik] > /ip firewall mangle pr

Flags: X - disabled, | - invalid, D - dynamic

0 chain=prerouting in-interface=[interface menuju network local]
dst-address-list=nice
action=mark-connection new-connection-mark=conn-iix
passthrough=yes

1 chain=prerouting connection-mark=conn-iix
action=mark-packet new-packet-mark=packet-iix
passthrough=no

2 chain=prerouting action=mark-packet
new-packet-mark=packet-intl passthrough=no



e o » | Pengaturan Simple-Queue

[admin@MikroTik]> /queue simple pr
Flags: X - disabled, | - invalid, D - dynamic

0 name="client-iix" target-addresses=192.168.x.2/32
dst-address=0.0.0.0/0 interface=all parent=none
packet-marks=packet-iix direction=both priority=8
queue=default-small/default-small limit-at=0/0
max-limit=64000/256000 total-queue=default-small

1 name="client-intl" target-addresses=192.168.x.2/32
dst-address=0.0.0.0/0 interface=all parent=none
packet-marks=packet-intl direction=both priority=8
queue=default-small/default-small limit-at=0/0
max-limit=32000/128000 total-queue=default-small



